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Interface List
W

Start casture o0 nterfac,
] Atherus LIC PELE Ethermet Controler
) Moo

(g Capture Options

£, Website
LT —

8 User's Guide
@ Security

e W o B it

s
| fsis 22 @ Sample Captures

Sty s bl b

Network Media
@ e i
S A,

0y bt o s

P YL AE——

rofie: Defadk

2)

%
0%
0z
i3

Aot o550l M Capture ) Options 22

He Bt Vew Go Gowe A Sttt Te

@ Restart
i Capture Fiters...

Interface List

Live ist of the capture interfaces
(counts incoming packets)

N Rev 38
Telephony Tools Intemals Help

+»972EE aaan #BB%

IZ' Expression..  Clear Apply

Open

Open a previously captured file

Nnen Rarant:

® Options 3IH: Interface MIFO0f|A

E =,
:EE__!

ME = startH

siiE THII=(EQ! HFEO| HXIE HIIE)

Wireshark: Capture

Capture

Interface: Local

Link-layer header type: Eul

E] Microsoft wDewtewNPFJ?DBa2732-D833-4191-9128:FBB7E6.E
1P address: feB0::d505:132€ Microsoft: WDevicewNPF_{7DB82732-DB8B3-4191-9128-FOB7E6255.
r Atheros L1C PCI-E Ethermnet Controller: wDevicewNPF_{30D99030-4< l

M | = capture packets in pronfr=—=
[] Capture packets in pcap-ng format
N = Limit each packet to 65535

Capture Filter:

i| [ Capture File(s)

File:

[F] uUse muiltiple files

T ]
S 2 FEl ol & X 3
b R

v

=| megabyte(s)

=
| Display Options

[#] Update list of packets in real time

[#] Automatic scrolling in live capture

A Next file every 1 megabyte - R
a Next file every 1 minute(s) [~ 1| | E Hide capture info dialog B
Ring buffer with |2 = fies q
- Name Resolution
Stop capture after |1 file(s)
: 1
l o G [#] Enable MAC name resolution t
E] . after |1 L) _| | =31 enable petwork name resolution
W | £ - atter 1 megabyte(s) B
1 minutes [¥] Enable tra E resolution

stat  |l[ cancel

I
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© TEEY M 240| AIRE F fitertlw0l TCP &

Capturing from Atheros LICIRCIE Bllmet Controler  Wireshark 164 (SWNRev 39841 from Arunk-16)
Ee Edt Vew Go Capture Analze Statstcs Telephony Took Intemals Heb

liﬂli =axe9 a+e*9F2 @8 QaaanD dap8%x B

Time Destination Protocol Length Info
10.000000 192.168.0.48 192.166.0.1 Tcp 66 57010 > 4437 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=d SACK PERM=1

50.001140 192.168.0.1 E 60 4437 > 57010 [ACK] Seqml Ack=68 Wine5840 Len=0
60.002077 192.168.0.1 E 1514 4437 > 57010 [ACK] Seqsl Ack=68 Wine5S840 Len1460
70.002321  192.168.0.1 5 1389 4437 > 57010 [PSH, ACK] Seqe1461 Ack=68 Win=5840 Len=1335

11 0.009120 192.168.0.1 192.168.0.48 60 4437 > 57010 [ACK] Seqm2797 Ack=69 Win=5840 Len=0

60 4464 > 6881 [ACK] Seq=1 Ack=2921 win=65535 Len=0
60 4464 > 6881 [aCK] Seq=1 Ac 1 win=65535 Len=0

0

Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
Ethernet I1, Src: CompalIn_Sb:aS:b6 (1c:75:08:5b:a5:b6), Dst: EfwNetwo_29:cd:Oe (00:26:66:29:cd:0e)

(]
=
ro
Wl
iy I1]
op>
+
r=
1
3
=3
oo
10
_l_
’6
@
@
o
o
=
@
@
O
z
o
1
on
E

PASSWORD © 4euses

El ojoict %z | mmzrer

4) =7 7194 B

0 maIEN HrlHES 22

J_I.
mjo
i

Hoi

@ THZIAM(CHrl + F)E2 =M String, Packet byte &9 48 5 MA 7|9=
(testid, testpw) ZAY

e e Ve B

File Edit View Go Capture Analyze Statistics T Y
= efee o =

Stop HE
23

Protocol Length Info
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AcknomT, nusber: 2242 (relative ack nusber)

@ Flags: 0x18 (Psw,
window 3ize value: 16425
[caleulated w
(window size scaling factor: 4] |
s Chackyum: 0v9097 [validation Glsabled)
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TogTn. Togin FiTr/1.1 [y
Ignore Packet (toggle)
Set Tme Referance (toggle)

Manualy Resolve Address.
Apply as Fiter

Follow SS1. Stream

0 Frame 2: 97 bytes on wire (776 bits), 97 bytes captured (776 bits) | comy
@ Ethernet II, Src: CompalIn_5b:as:bé (ic 5b:a5:b6), Dst: EfmNerwo_29:cd:0e (00.

@ .

@ Transmission Contral Protocol, Src Port: 56978 (56978), DSt Port: http (80), seq: 461, ack: 1, & PL..

@ [2 Reassembled TCP segments (503 byres): #1(460), #2(43)] Show Packet i New Window

@
® Line-based text data: application/x-www-form-urlencoded

aaa D @Emx B

| ] expression.. Clear Apply
Protocol _Length Info

97 POST /login. login HITP/1.1 (application,/x-ww

Stream Content

POST 7Togin. Togin HTe/L.1

Accept: =/%

[contentType: application/x-www-form-urlencoded; charset-uTr-8
i T

Referer : ht:ﬂ /mm adry-admin. co. kr/ -

|Accept-Lang:

|Accepr_Encading eflate l

user-agent: anﬂ?i/g.o Ccompatible; MsIE 9.0; windows NT 6.1; Trident/s.0)

adry-admin. co. kr

v
(Dntrm Langy
ep-Alive
ca:h:—(umru? cache
ookie: ZSESE]DNID—KEICBEETEGMAZ5!!’E91952!I§2A!57l

Frame 2: 67 byt

Erhernes 11, are]| [Lomtestideprotestpwat] nestanp=1310885226103HTTP/1. 1 200 OK
h

Transmission co & 970 00:00:00 GMT .
[2 Rreassembled

tine-based text il | [Entire conversation (2066 bytes) Izl |

print__ | Ascw © EBCDIC ©) Hex Dump % € Amays & Raw
[T [———]
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S8 T2 WA &34 33 g4

pabslles EH[0|X] HafHS
I==NE S www.dreamsecurity.com (02) 2233-5533
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ofou| = secure.inames.co.kr (02) 559-1219
OfLINE www.anycert.co.kr 070-7090-0800
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OfL el www.initech.com (02) 6445-7000
@ F2|opxA www.makeshop.co.kr (02) 2026-2300
Fl0|AfR! www.ksign.com (02) 564-0182
TAZ www.signkorea.co.kr 1577-7337
HEtAF2E| WWW.pentasecurity.com (02) 7807728
7|t www.ucert.co.kr (02) 514-7786
SIEAEHOIZ www.sgssl.net (02) 360-3065
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2. eMH SF/E SSLEAUMH 7=

2.1 Apache AMHOIA EOIMH =517
1) Apache med_ss| 2& Ax|&tol

SSL Q1542 A7) 7] $1aiM WA Apaches] mod ssl ZEo] A7} Hof glojof
U Apache 2014 ol4e] YAHl BHI PP HAS AYskT U,
mod_ssl #Eo] 4A5/o] 914 42 A= Apache YA E o Fch

Apache”} A5l 27} /usr/local/apache 2kl 7} s}kl

)
o
ol
pa)
i)y
i
i

[root@#] /usr/local/apache/bin/htipd -1l
Compiled-in modules:

(SHER| =20

[root@]# /usr/local/apache/bin/httpd -1
Compiled-in modules:

1]

FRUAL 9lof Zo] mEo] LS HAF 5 I

2) SSL &%

oA e Arg 9] HOA} apache”} AX|H HZE [$Apache homel 2.2 YA|3HA5H T

Apache®] SSL AA2 2 [$Apache homel/conf/extra/ httpd—ssl.conf TFYA]

o]Fo] Yt} WA Apache 71+l [$Apache homel/conf/httpd.conf A&
httpd—ssl.conf 2¥-& FEeI== sHlG U
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mod. ssl.so REZA] &1

[root@]# ls -1 /usr/local/apache/modules

mod_ssl.so Exf =<1

Apache 24T+ 2141

| Iroot@# vi /usr/local/apache/conf/httpd conf

Y& 5 S7tof 54 2E YAIH 2lAE F mod ssl.so &9l

Dynamic Shared Object (DSQ) Support

LoadiModule version_module modules/mod_version.so
‘LoadModule ssl_module modules/mod_gsl.s0
Loadhiodl mime_module modules/mod_mime.s0

’ [root@[$Apache_home/confl# vi hitnd conf

& & st FEO.= o]F51A Al

# User home directories
#Include gonf/extra/hitpd-userdir.conf

# Real-time info on requests and configuration
#Include gconf/extra/btind-info.conf

# WVirtual hosts

# Local access to the Apache HTTP Server Manual
#Include conf/extra/httpd-manual.conf

# Distributed authoring and wersioning (WebDAV)
#Include conf/extra/httnd-dav.conf

# Warious default settings
#Include conf/extra/httpd-default conf

# Secure (SSL/TLS) connections
Include conf/extra/hittpd-ssl.conf <zzzm— # AAEe=2x FT= Ad.
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‘wq & AASFA| AL httpd—ssl.conf 7} Q)= ET &2 o sgYtt.

[root@[$Apache_home/confl¥ ¢d extra
[root@[$Apache_home/conf/extral# vi httpd-ssl.conf

Tha httpd—ssl.conf I Y-8 A E S sPZlG U

httpd—ssl.conf & (// FAI= AUt oFfe] Y82 o€ = Adyth)

//788Hd SSLEAZE (FIEZE 443Y4h

AddType application/x-x509-ca-cert ¢t
AddType application/x-pkes7-crl crl

$SLPassPhraseDialog “exec:/usr/local/apache2/ssl/ssl_pass.sh” //A&FAH|EH S script

2=l

#5SLPassPhraseDialog  builtin [/EERHEA] F4EAA
#3SSLSessionCache "dbm:/usr/local/apache2/logs/ssl_scache”
$5LSessionCache “shmeb:/usr/local/apache2/legs/ssl_scache(512000)"

S8l5essionCacheTimeout 300
SSLMutex filez/usr/local/apacheZ/logs/s5l mutex”

[MamsVirtualtiost =:443 | //F2 «#Eo] qPE FATU

<VirtualHost =443> J/EE =riEldf AEPES 9 Agych

DocumsentReot " /home/wunr tsat.co kr/publio_html”  //F5 017 o 2] =]
Serveriiame www. tsst.cokr-443 // Tm7l olE

ServerAdmin test@tsstcokr J/HEE MY F£&

ErrorLog °/usr/local/aspachs2 logs/z3l_srror_log’ A B8L AiEE T =l
Tranzfsrlog " /uar/local/apachs2/logs/ agl_scceas log //SS51, access £E7

<Dirsctory "/home,/ wanw.test.co kn/public_Hml™> Jf El=Es] 45
Allow(smrride Filsinfo AwhConfig Limit Indexes
Opticnz MultiViems Indexez SymLinkalfQwnserliatch IncludealioExsc
| <Limit GET POST OPTIONS> |
Order gllow dany
Allow from all
</Limit>
<LimitEscapt GET POST OPTIONSs
Orcer geny.sllow
Deny from all
</LimitExcept>
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</Directory>

SSLEngine on //3SL BY AR

S5LCiphersuits

ALl IADH: [EXPORTS56:RC4+RSA +HIGH: + MEDIUM: +LOW: +S5Ly 2+ EX{P: +gNULL
SSLCertificatelile °/uar/local/apacheZ/aal/ www.uoertookr gt //UFA =g 2J7]
SSLCsrtificateMeviile "/usr/local/apachel/zal/ wwusertoolr keay” //7] mHd #]%]
SSLCertificaraChainFils °/uar/local/apachs2,/33l/ www.woert oo krca-bundle’//chain 154
SSLCACsnificasFile " Auarlocal/apache? /zal/ www.wmertoo krroot-bundles® //Tootgl=

<FllesMarch ™\ (cgilshtmlphtmlphp)s™
S5LOptionz +SidEnviars
</Filsshiatch>
<Dirsctory "/ uar/1ocal/apache, /cgi-bin'>
SSLOotions <StdEnyi/ars
</Directory>
Browasrhlatch " «MSIE.«"
nokespalive sal-unclean-shutdown
downerade-1.0 force-responsse-1.0
CustomlLog "/usr/local/apache2/logs/ssl_request_log” \
"%t %h 9%{SSlL._PROTOCOL}x %{SSL _CIPHER}x \"%r\" %b"

</VirtualHost>
Wq

OJA| httpd—ssl.conf ZtUof] FHAJRE th2 QIFA YRS AAsh= A= shoF it

E97} 3ok Ads duch
[root@[$Apache homel# mkdir—p /usr/local/apache2/ssl

Ue HAR o]l Fof

A7}
Fue

A2 RISAHE ssl EEHE oleAdYT ¥ AT
kil

[root@~ mv [TF] [0]%5-2]%]] Ao 2 ulelS dla
Ex) mv www.test.co.kr.crt /usr/local/apache?/ssl/

SSLeIEA A= 2503 shell script A2FS 3 BE=E sl72lG5UTh

& & httpd-ssl.conf o] T+ $X]E /usr/local/apache2/conf/ssl &2 THA] o2
3t ZC| 2 o|% & AT T}
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[root@[$Apache home/ssll vi pass.sh oFefe} 2ol I8 & AAgct,

#!bin/sh
echo W|~9="

oA pass.sh I¥ 2] Hu]Hd-& 24T},
[root@[$Apache_home/sslif chmod a+x pass.sh //rootqt HF =t chmod 700
RIS

OJA olA|E AjHE3te] SSLE AEh= 2] EtssUth WA A EHol &7t
A=A A A GUTE $Apache home/bin EH & o] Fg.

(root@($ Apache home/bin)#./apachectl configtest

OK7} ek Aol 2A1gto] A =lo] glck olujelye,

2.2 1IS 5.0 MHollM EtMH =517 |

% 118 5.0 < WildCard, Multi Q154 AME-S 7hHs3ATE SEEZES 2| Ys1A] $5U T
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¥y elce {
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{UirtualHost test.co.kr:86>

ServerAdmin zmnkhEtest.co.kr

ServerMHame test.co.kr

ServerAlias wwuw.test.co.kr

DocumentRoot /home/manpage

CustomLog logs/test.co.kr-access_log common

Redirect / https://www.test.co.kr/
{/fUirtualHost>
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&8s AFEAFES 7HAIZ https://URLE 2lcho]dl sl o Ayt

57

o



SR 4

2013

' HOH = Jlo|=

!—&F?

a2l 2-6 HTML TagZE 0|8%t Redirection
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<script>
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</script>
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<area shape="rect” coords=""193, 74, 249, 90" href="onlinebook/online.ht
m** target="main">
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top">
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90" hrefe", /onlinebook/onlinebook htm” target="_top">»

89" href="hitp/* ,cokr/zboard/zboard phptid=lecture” target="_top">
89" href="http// .cokr/zboard/zboard, php?id=problem” farget="_top">
89" href="http./# .cokr/zboard/zboard, php?id=qna” target="_top">

89" href="http /» oo kr/zboard/zboard, php?ide=down” target="_top">

3" hrefw" findax.html® target"_top™> v
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28 AU 2= (I 2-13)3 Zo] f#|o]A] (index. html)of| Z| Y22 = 7] Ho]A]
topmenu.htm¥} main htm< S8+ AAFET} QIS W) AAF O URLE (IH 2-14)
OF (Y 2-15)A Y HAskL ¢ Bebe-A oA httpe} https2 212t &35 We] A0E
AbE B 12} i o

a2l 2-13 zafelo| Z&HEl #H|o|X|
{html>
head>

meta http-equiv-"content-type" content-"text/html; charset-euc-kr'>
title>SSL Frame Test<{/titler

fhead>
frameset rows="108, 1*" border="1'>

(frame src="http://lab. .Cco.kr/test_ssl/topmenu.htm” scrol
ling="yes" name="top" namo_target_ frame="main")

{frame src="http://lab. .co.kr/test_ssl/main.htm" scrolli
ng-"yes" name-''main")

<noframes?

<body bgcolor="wnite" text="Dlack™ 1ink="Dlue vlink="purple” ali
nk="red">

<p>SSL Frame TestQ| WIOIAl QILICE. <br> O|HOIRIE 22| SeiMH=
Zo2® & %= d BeteAD BRI
{/body>
{/noframes>
K/ frameset>

¢/html>
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a7l 2-14

tepmenu.htm2 htt@s2 £&5}7|

Zhtnl>

{head?
{meta http-equiv="content-type" content="text/html; charset=euc-kr">
(title>SSL Frame Test{/title>
¢/head>
(frameset rows="1608, 1% horder="1">

<Frane sre="hELDs://1ah. [ e .cO Kr/test ss1/topneny hta" scro
11ing=""yes* name="top” namo_target_frame="main">

{frame src="nttp:fflan.” .co.kr/test_ssl/main.htm” scrolli
ng="yes” name="main">

<noframes>

<body bgcolor="uhite' text="black" link=“blue" wllnk="purple" all
nk="red">

<prSSL Frame Test2| W|0IK| RLICI. <br> DIHOIRIE 22 ASHM =

Spfag B4 o= W SoHFRI BeEUchup

</body>

</noframes>
{/Frameset?

AL

</html>

agl 2-15

tepmenu.htmzt main.htm2 hit@s2 SE5H7|

<html>

<head>
¢meta http-equiv="content-type" content="text/html; charset=euc-kr">
<title>SSL Frame Test</title>

{/head>
{frameset rows="100, 1*" border="1">

<{frame src="https://lab. .co.kr/test ssl/topmenu.htm" scro
11ing="yes" name="top™ namo_target_frame="main"">

<{frame src="https://lab. .co.kr/test ssl/main.htm” scroll
ing="yes" name="main">

<noframes>

<body bgcolor="white" text="black" link="blue" wlink="purple" ali

nk="red">
<p>SSL Frame Test2| 0| X & LCt. <be> O|HH|O|AIE 22| HHMHE
zydg 25 Us @ B2 ERELC</p>
</body>
<{/nofrane

{/frameset>

{/htnl>

63



.. 2013
| HOMNH T Jjol=

1) HIZE3}t SH(httw)E 0I2siM ES5H|

(Y 2-16)2 topmeml..hthqL main htme 25 (18 2-13)9] AAE o)A
SES YUt o] Aol Be ARV HBSHER] ¢ (19 2-17) 3 o] IR
&Y,

% 2-16 HIS 8kEl H|o|X| Z&517]

Bos

| Z4(0) [@) htp: lab co lrftest ssl) ~|

|Frame 1 | Top menu

Frame 2 Main menu

a7 2-17 HtteSE Al 80 ZE ZLIE{E Zut

finterface: mamifw (211000 W B/255.255 Z5h_@)
Filter: ip and ( port BO )
2111
¥ Z211.E. . a1 > 211 . W W :s8 [AP]
GET /test_ssl/ HTTP/1.1. _Accept: /= _fccept-Language : ko. . Accep
t-Encoding: gzip, deflate..User-Agent: Hozillaf4.8 (conpatibles
HSIE &.9; Uindows HT 5.1; .HET CLR 1.1.5322)..Host: = -
L. .Comnection: Keep-Alive....

o

2111 H Pl -BRa -> 211 zH1BS [APF]

HTTP/1.1 268 OK..Date: Won, 26 Feb ZBB7 B7:22:59 GHT..Server: Ap
ache .. X-Povered-By: PHP/B.2.8..Keep-Alive: timeout-15. nax-98..C
pnnection : Heep—Alive..Transfer—Encoding: chunked. .Content—Type
text/html....27Cc..<html>..<head> .{meta http equiv-"content-type
C eontent="text/htel ; charset—euc—kr~> _(title>sSsSL Frame Test<sri
tle> .</Nead>.cFrameset rous-"188, 1%~ border="-1->. <Frame src-

=

b firewalls.co. .k-/test ssl/main.htn' scrull:l.ng-"yes" nane-"nain“
CNOFFames> <hody bhgeolor-="white” tewt-""plack’” 1ink-"'Dl

ue-" vilink-"purple” alink-'"red">. <PrSSL Frame Test.. .eoaee- =

- P> </bhady> . CINOFrames? _</Frame

] ] — 8,

= prry

set> - .<l'lltll].>. -

244 486 —> 241 000 "UE WEN-a0 [aP]

GCET Jstest_ssi/stopmenu.htm HTTP/1 .1, . Accept: imagesgif, imagesx-x
bitmap, inage/jpeqg, inage/pjpeqg, application/x-shockwave—flash,
applicationsund.ns-excel , applicabtionsund.ms—pewerpoint, applica
tion/nsword, »/v. _Referer: httpi/sflab. Firewalls. . co.kr/test_ssl/f.
-Accept-Language: ko. . Accept-Encoding: gzip, deflate. . User-fAgent
: mozillasa.® {compatible; MSIE 6.0; Windews MT %.13 .MET CLR 1.
1.4322) . -Host= --Commection: Heep-nlive . __ .

-1

211. 00N "Nl BEE:e0 - 211. h1B& [AF]
HTTP/1.1 260 OK..Date: Mon, 26 Feh 20807 O7:22:50 CHT..Seruver: ap
ache . .X-Fouered-By: PHPF/4.3.8..Heep-Alive: timeout=15, Max=99..0C
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ag 2-19 tepmenu.htm?| LIETH AS35IE DLE{E Zat

riz1 | W T :50 > 2791. AL1BR [AP]
HYTF/1.1 208 OK..Date: Mon, 26 Feb 2007 A7:Z2X:Z28 CHT. .Server: Ap
ache . . X-Fouered-Ey: PHF/R_2 . 8. _HKeep-Alive: tineout=1%5, max=100. .
Connection: Eeep—Alive. _Tramnsfer-Encoding: chunked . .Content-Type
S LERT/NENL. .. 20d. cARtml> . .<head> . <Meta hLtp-egquiv-"content-typ
e content="text/htnl; charselt-esc-kr"> . <(Litle>3SSL Frame Tesk</t
irle? . </shead? . <Frameset rouws-""108, 1=" bhorder-""1"7. <Frame sPG
=htepsz/flan _Firewalls oo _krftest sclftopnonu_hte” ccrolling="y
es" pamne=""top"" namo_target_frane=""nais®'> LFrame src="htkp:z/7
lab.firewalls.co.kr/test_sslsRain.ntn”™ scrolling=“yes™ name=-*"nai
nr. <noFranesl. <body bgcelor="white” Cext=""DLack"™ Aimk=""
blue* viink-"purple* alink-"rea" CprSSL Frame Test.. ..eewm-
....... EMPY solaaniean Mo CESEEEEES R g
) (A S e Lip> . L/ bady> (fnoFr'-ams) <|P(r'a
I'IE-SE() - .(,‘I’lt-].). P e

_-=

211, INIEHE > 211, s L EB [ar]

GET srest_ssismain.nem HTTP/1 1. Accept: inagesgif, imagesx-xpitc
nap, image/jpeg,. imageSpipeg. application/x-shockwave—Flash, app
licationfend.ms-excel, applicatienfund.ns-powerpolnt, applicatio
nAmsword, =/ 4. Referer: http:/slab . Firewalls co.ke/test ss1/ .. Ac
cept-Language: ko..fccept-Emncoding: gzip, deflate..User-Agent: M
pzillasu.0 (cornpatible; HEIE 6.0; Windows HT S.15 .HET CLE 1.1.4
322) . _Host: lab_#Firewalls_ce_kr. . Connection: Keep-filive oo .

al -

z11. 0 H TG0 > 2791.9E 4188 [aP]

HTTF/1.1 280 OK. .Rakte: Mon, 246 Feh 20807 A7:2H%:28 CHT. .Server: Ap
ache . . X-Pousreod-By: PHP/R_2 .8 _Heop-alive: tincowut=1%, max=o0.__C
pnnection : Heep-flive . Transfer -Encoding: chunked . Gonkent—Type =

oL/ Nl .. 77 .. CDLML> . (DoOp> . {Lable Wwidih=10e%: helght=106%
border—1> ,SCe><ta> Frame 2 ; HMain eene </ o> < 0>, </tables </ Dod

Y. E/html>. B, ...
B i t
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Frame 2 hMain menu SSL

a2l 2-21 index.html2| LHETt BL|ER! = Zn}

interface: namarw (219,00 0 N/255,755 050 H)
Filter: ip and ( port BO )
JHiEEH R
I 211. 198 -> 2110 "N BB [AP]
GET ftest_sslf HITP/1.1. _Accept: afs. _Accept-Language : ko. . Accep
t-Encoding: gzip, deflate,..User-Agent: Hozillasyu.d (conpatible;
HSIE 6_0; Uindows HT S_1; _HET CLR 1.1.8322)__Host: lab_firewsall
5.c0.kr..Connection: Keep-plive....
jr
211 008 "RR BEE-RA - 241 =128 [AP]
KTTF/1.1 200 OK..Date: Mon, 26 Feb ZOOT O7:Z6:05 GHT..Server: Ap
ache . _X-Pouered-By: PHP/B_2_8 _ _Heep-Alive: tineout=15, masx=100._ .
[:nnfkl;tion: Keep-Alive..TransFer-Encading: chunked. .Content-Type|
¢ text/htnl. o 27 . _<html> . _{head> <meta Wtbp-equiv-""content-typ
e content="text/himl; charset=euc=kr''>.{title>SSL Frane Test</t
itle>.</nead>.<frameset rous="100, 1*" border="1">. {frame src
="htkps:/flab . Firewalls .co.kr/ftest ssl/topmenu.htn” scrolling=""y
es” mame=""top” namo_target_frane="main">. CFrane src="https:/|
/lab _Firewalls co_ke/test ss1/nain hte” serolling="yes"™ nane="'ma
in=>. {nofranesy. <body bgcolor=""white™ text="black"™ Limk=-
“blue” wlink=-"purple” alink-"red">. {p>SSL Frane Test.. .....
.1 | 11 o P
....................... pr. </body> . {fmoframes’ . {/fr]
amanth.{fh‘t-l:}. = [
jrENexit
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httws S=A| 80ZE ZL|EZ! Zn}
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FrvHEiEae e e sl
prmm

f 211_=== mem s =183 -> 21100 "0 NN R [aP]

GET stest ssistopmenu.btn HTTPRS1 .1 . Accept: imagesgif, imagesd=—»

bitmap. image/sjipeg. imagespjpeg. application/x-shockuwave-Flash.

applicationf/und _n=—excel , applicationf/und._ ns—pousrpoint, applica

rtion/msword, =/+. Accept-Lamguage: ko..Rccept-Encoding: gzip. de

Flate. _User-Agent: MozillasA .0 (conpatible; MSIE 6 .03 Windows HNT
5.1; MET GLR 1.9.%3277)..Hask: e -Connection:
Heep-Alive. .. .

i 1

§ z11.0Em B NN :e0 > Z11. 4183 [APF]

HITF/1_17 288 OM. _Date: Mon, 26 Feh 2087 A7:-21:38 GHT . _Seruver: Ap

ache . .5—Fowered-By: PHP/%.3.8..Keep-Alive: timecout-15%, mnax-108. .

connection: Meep-Alive. . Transfer—Encodinmg: chunked. Content-Type

i textihtml....76 ..<html>.<bhody>.<table width—16% height—1om%

>_<‘htr|l)... S

21N -3 211 N =—m - cga [aP]

GET ftest ssl!naln hitm HITFSf1 1. Accept & inagesgif, imagesx—xbit
nap . Lnage-ljpeg. image/pjpea. application/x shockwave Flash, app
licationfund . ms—excel , applicatiesnfund. ns-powerpoint, applicatio
n/MSwWord, */%._ ACCept-Language: Ko..ACcept-Encooing: gzip, defla
te. User-Agent : Hozilla/k 0 (conpatible; MNSIE &.@; Windows HT 5.
A .MNET CLR 1.1.8322). .Host: ‘. .Connection: Ke
ep-Alive_ . __

21100 W =

B -> 211. 4184 [AP]

ate: Mon, 246 Feb ZBB7 67:21:3% GHT . _Server: Ap
Yy PHP/B .3 . 8. . Heep Alive: timeout-15, max-Ta6. .
Connection: Keep-Alive.  Tramsfer—-Encoding: chunked . .Content-Type
: text/htel....77 ...{htnl> . <hode>,<table width=186% height=1063
border=12 <treStdr Frame 2 . Haln nenu SA0de /e S/lables  </bo
dy> < fhtml>. O, ...

prmexit
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