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£
k-

- AR A A WEW gdS &l $ OpenSSLE 7HR17]

i

1=
o

2 gk

openssl pkcsl2 -in gpki.pfx -nocerts -nodes -out key.pem

- 99 key.pemitde] 42 39 Frt.

Bag Attributes
1.3.6.1.4.1.311.17.2: <Moo Valu=s:>
localKeyIDh: 01 OO0 OO0 Q0

Microsoft CSF Nauns: Microsoft RSA SChannel Cryptographic Prowider
friendlyName: S547293Za9b353daledcboZ80ds71d56_ deZfhffe-0456—-32a9-5d20—aaS9cchizas3

Eey Attributes
HXE5EOOw3I Kewy Usage: 10

MIICHOIBAAKEOCSrHkdoSSM0 10452 1tPSENS3migySTSS02 WhETA WAl I3 3dg?7?
CAdNHXkIN1SsarBvot +cEuSt 23 PFvWE [4GGar kp K+ EU64KEUiNe2 zReshbmAc 7Y iUD
FlpgapS5Uz/osFuPOpCZX¥NwaNTH1 7S IGHr NLOcCRM1pSkE+igsTAaidXTIQIDAQAE
AoGBALLISM7Z1eik¥aFQI/c/V3wId¥PiZkauvKxSDEZPdN1aSEBR3£+i4XuG+owviLlx
SLMAPLICXTS Ot 1G+7FdnXSmTU/ XowQoaDi/ fgaaEDHwS/EiDHeeti6gqWWkyh2L2h
+2i3 JoSENPY7GM4sNgs EUFEPUWzDHitXderkge ThEVS VWi 4uNhAKE A+ HsH+ 5w ymes J
8553akQ0oUgTCACwdz IEFQYP7aKELgX0U3 2 EEDE+E 1S TRNWOsBH1vExwlwv1SQMxii
LUnr9a4wiQJBALOKE4TXrFt13 AQ0ysSpuc zbND+t GKYTQ43BO0aZaksFEQHzubguk YR
BLAKxrazNEGS3ZQvzCO0lew3VFEYgE70Ir0CQATOROxS3 WObe GPEDNS gLuTguQAXO
MEomOp/ z/ mENKCVggZi 65D WwwFoSH T r £Un/ MHE 2S=UVjar WxUb 1DHgS kkCQQC 7
7E5IxieUtSAP 7pnppEEVUERS J10NGr 3 IxpDgKu3bhmS ¥/ gDv 5y JCF iawdKAARK3OF
DhyONE7HI 1gF21KSdl41AkAd]l ZwuAIRbSAlAX+11WN1X7b0ZPDFml112Q=pS¥1E41
HOkyLyOADEKNWW?hOO/ ODLP£aHET3 M60hky WSy IrmT
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2.3. Apache A H oA HtX B F=3]7]
® Apacher® 13x WX = 7|[EAHC=R SSL7|e5 AUt 7] wfjie ¥Hxe
Mod_SSLEE# OpenSSLE &5 AX|3tMoF SSL7]5& AHEE &+ AFUTH
® ApacheXH 2x WAFEH= SSL7|so] ZFEH YeEZ=Z Mod sslZES F7
AAZ FQ glo] OpenSSLEERHS AX|3tH =y, Apached %A Mod_ssl®
< FAdA ALAHES 4T ApacheE A A& oF T}
% Mod_ssl# OpenSSL EE-2 ZH7F www.modssl.org, www.openssl.orgoll A 5
27 s dy
® WIN O/Soll HAMH FHFAlE ALWHES vyt WIN O/SY 7%
of#tz] 2x WA AMEEE R OpenSSL 1 F7F AA| | FAH HYth
¥ http://www.openssl.org/related /binaries.htm]l | ¢] X & Zra1 34| &
® ofutx] SSL AX|HHE W8 ofiA] PAIEA 25 F AFHT
% http://www.Apache-ssl.orgol| 4] Z}A|3F DS ]"% T AFYL

-

=
=

7}F. Linux O/S®| OpenSSL¥ Mod_ssl®] A ] W
ApacheXH 1.3.x M)A SSL F4l& 7Fs3tA 317] 913841+ OpenSSL#
Mod_sslo] 223t}

2, @Al Aul2 F<Q ApacheAH el Mod_ssle] A= o] J=AE httpd -1 4
A28} mod_ssl.c Fo= mod_ssl.soZ} SI=A] ERISIA17] vtk

$ /usr/local/apache/bin/httpd -l
Compiled—in modules:

mod_ssl.c

OpenSSL2 Apache W73} Mod_ssl9] WS 9138 Fof] Agke OpenSSLS A %]

sflof Utk ¢lEE0] Apache 1.33 Hol= Mod_ssl 21.6 (= 21.7)S AX]

goF skal, Mod_ssl 2.1.6 OpenSSL 0.8.1b%} 0.9.1c WA Alo]ol X vt &%}

dyt. HHdE #AskA &3 OpenSSLY Mod_sslS A X3l Apache FHutd
AN 77 AU

_54_



Mod_ssl> HFEA] Apache AJH HZol| Bh= RS AX|3FMoF 31 www.modssl.orgol| A
Apache W& &R13 & Z1o St= Mod_ssl= He ol Ax|skA 7] vhghyth

Mod_sslollX] Z]hsh= Apache W7 2 OpenSSLe] W72 Mod_ssl 422~°] README. Versions
ol gl = Ao, www.opensslorgol| M E &1 + AFHH

Apache AW 2x W9 7% Mod_ssl, OpenSSL #HEH A& AX|sloF Pt

@D OpenSSLe] A %] (www.openssl.org)
H=E7]

$ gzip —cd openssl-0.9.6.tar.gz | tar xvf —

$ ./config $ make $ make installconfig
= prefixs® TA FU-S Woll= /usr/local/ssl T EE o HX7} HUth

ge guEeel 422 s doE oo go) Axg:
$ ./config --prefix=/usr/local --openssldir=/usr/local/openssl
= OpenSSLe] AP U2 /usr/local/ssl/binol] A X3 AFAB|E
#1383 dE-2/usr/local/openssl o} ¢ tid|Eg]ol A4 P

@ Mod_ssl®] A A (www.modssl.org)

d=27]

$ ozip —cd apache_1.3.19.tar.gz | tar xvf

$ ozip —cd mod_ssl-2.8.1-1.3.19.tar.gz | tar xvf

o] o2 e} HE7|7F U Mod_ssl AFS Ut
Mod_ssl 23

$ cd mod_ssl-2.8.1-1.3.19

$ ./configure W
——with—apache=../apache_1.3.19 W
——with—ssl=../openss|-0.9.6 W

——prefix=/usr/local/apache
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@ Apache AW A X](www.apache.org)

$ cd ../apache_1.3.x

$ SSL_BASE=../openss|-0.9.6 W
./configure W
——prefix=/usr/local/apache W
——enable-module=ss| W

$ make

$ make certificate

$ make install

. WIN O/Sel OpenSSL A %] =+
= ApacheA ¥ 2x HAFEH = SSL7]s°] £FH YerE=Z Mod_ssIZES F7F
AR B8 §lo] OpenSSLEETHS AX|3tH =, Apache | A] Mod_ssl® &
S FAdA ALJAHE 4T ApacheE A A& oF Tt}
=WIN O/S& OpenSSL Ax%H-e o3 25Ut
OH+=2E

Nin320penSsL_Light-0_9_7rm.exe

{0

O

=@ =] 15 setup - OpensSL Light

License Agreement
Please read the fellowing important information before continuing

Welcome to the OpenSSL Light
Setup Wizard

This wil install OpenSSL 0.9.7m Light on your computer. Please read the following License Agreement. You must accept the tems of this
agreement before continuing with the instal ation
it s recommended that you close al ther applcations before
contining. [DONATIONS NEEDED! Win32 CpenSSLuses a LOT of bandwidth. f youare a
Ibusiness or a generous individual, consider reguiar donations. Most people simply
Click Next to continus, or Cancs! to ext Setup. ok and run -leaving me to foot the bil. Thats not rice. Some businesses even
ldrop their customers onto me to provide direct support to the customer (ahem,
PayPal). That's just evi. Even i you cant afford & smal one time donation, at least
W muUCh You appreciats the effort put into this project (and.
loptionaly, what you use OpenSSLfor). Lots of complaints and few complmenis s
ldiscouraging.

RS

LEGAL NOTICE: This product incudes software developed by the OpenSSL =

© | accept the agrement

© | do not acoept the agreement

Neaxt > Cancel < Back Next > Cancel

15! setup - CpenssL Light ol @ ks i) setup - OpenssL Light [o@]=

Select Destination Location

Vihers should OpenSSL Light bs rstalled? Completing the OpenSSL Light

Setup Wizard

Setup has finished installing Open33L Light on your computer.
The appication may b launched by selectng the nstaled
icons.

Setup wil instal OpenSSL Light into the following folder.

To continue, click Next. I you would like to select a diferent foider, click Browse.

E¥pens] )

Click Finish to exit Setup.

Atlsast 2.3 B of free disk space is raquied.

< Back Neat > Cancel Finish
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AR &<l

C:WOpenSSL>dir
c E2lo|lES EF :

=5 23 #3S : 54A5-8EF0

C:¥#WOpenSSL C|2 £2|

2011/08/31 2% 03:29 <DIR>
2011/08/31 2% 03:29 <DIR>
2011/08/31 2= 03:29 304,833 changes.txt
2011/08/31 2= 03:29 36,610 faq.txt
2011/08/31 2= 03:29 6,406 license.txt
2011/08/31 2= 03:29 15,973 news.txt
2011/08/31 2= 03:29 30,423 OpenSSLhelp.chm
2011/08/31 2% 03:29 8,126 readme.txt
2011/08/31 22F 03:29 77,824 regref.exe
2011/08/31 22F 03:29 79,872 sslcopy.exe
2011/08/31 22L& 03:29 10,124 unins000.dat
2011/08/31 2% 03:29 690,969 unins000.exe
10 70 mped 1,261,160 HIO|E

3 71l C|¥EE| 6,758,416,384 HIO|E &

0jo

@ openssl.enf % opensslexe 32 bin #1499

%o
I

C:WOpenSSLWbin>dir
c E2lo|Ee| EE :

25 23 Hs : 54A5-7191

C:¥#WOpenSSLbin C|2 E2|

2011/08/31 2% 03:29 <DIR>

2011/08/31 2% 03:29 <DIR>

2011/08/31 2= 03:29 <DIR> PEM
2011/08/31 2= 03:29 5,685 CA.pl
2011/08/31 2= 03:29 9,694 openssl.cnf
2011/08/31 2= 03:29 258,048 openssl.exet
2011/08/31 2= 03:29 15,973 news.txt

3 70 T 273,427 HIO|E
374 C|MEZ| 6,758,416,384 HIO|E He
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. 7207 A H CSRAA W
D openssl.enf A% 4
- ARAANE AAA AR 54 B dn® FEFUT
o) CN=www.gpki.go.kr,OU=Group of Server,O=Government of Korea,C=KR
- 235 Openssl AA]%¥ &T]9] opensslenf W8-S 2Rt offe} 2ol =3
U (AN BES 4@ A2 T

[ reg_distinguished_name ]

countryName = Country Name (2 letter code)
countryName_default = KR
countryName_min =2

countryName_max =2

State or Province Name (full name)

#stateOrProvinceName
#stateOrProvinceName_default = Some—State

#localityName = Locality Name (eg, city)

0.organizationName Organization Name (eg, company)

0.organizationName_default Government of Korea

# we can do this but it is not needed normally :-)

Second Organization Name (eg, company)
World Wide Web Pty Ltd

#1.organizationName

#1 .organizationName_default

organizationalUnitName = Qrganizational Unit Name (eg, section)
organizationalUnitName_default = Group of Server

commonName Common Name (eg, YOUR name)

commonName_max = 64

#emailAddress Email Address
#emailAddress_max = 64

== GPKI| 4 A}-8-3l= Country, Organization, Orgainzation Unit,

CommonName = A|2]3+ &5 T4
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@ MA71 A4
$ openssl genrsa —des3 —out <key filename> 2048

Generating RSA private key, 2048 bit long modulus
N =

Tttt

e is 65537 (0x10001)
Enter PEM pass phrase: <password>
Verifying password — Enter PEM pass phrase: <password>

o) <85 2&frH 22> openssl genrsa -des3 -out key.pem 2048
<Y X 9> openssl genrsa -out key.pem 2048

= 50 A5 iAol WA E=EE A SSL 24 AHE F
oA 7F 71 EH A 7] WZol -des3 HAS AAT HHAE Tl
AL 2= A&

= 7)217] HEHEE JHFH HEEA] 7]°40H°¥ Ut (dEE 22T F5
SSLALE-S €13 Apache® TEE 4 7] WEo] SSLAZANE ALF
Blo].oké 141;]_)

@ A" MATNE o] &3] CSRAA

$ openssl req —new —key <key filename> —out <csr filename>

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.", the field will be left blank.

Country Name (2 letter code) [KR]:<J

Organization Name (eg, company) [Government of Korea]: <
Organizational Unit Name (eg, section) [Group of Server]: <
Common Name (eg, YOUR name) []l:<cn name : domain><

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:H|ZHS o

An optional company name []:H|YHS g

w <key filename>>- A Q)X A AT FHolH <csr filename>> 33T
CSR T Jyt}.
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= <cn name : domain> < 2|

R
= ¢ E-mail” % <

#edEE F3
ASAY 49+ *domain® =2 JHFUt}h)
= [KR] & [ ] &l &2 718 44 gddd 9 W& =29 gs
A=t e 9 tE #s woeAw TEA 1140027}

o) $ openssl —new —key key.pem -out csr.pem

Country Name (2 letter code) [KR]:<J

Organization Name (eg, company) [Government of Korea]:
Organizational Unit Name (eg, section) [Group of Server]:<J
Common Name (eg, YOUR name) []:www.gpki.go.kr<J

A challenge password []:H|ZHS o

An optional company name []:H|HHS

@ CSR A=
B CSR(<er filename>)©] W42 et 4k,

MIIBETCBVAIBADBXMQswCQYDVQQGEWJBVTETMBEGATUECBMKU29tZS1TdGFOZTER
MB8GA1UEChMYSW502XJuZXQgV2lkZ2l0cyBQdHkg THRKMRAwWDgYJKoZIhveNAQKB
AaAAMAOGCSaGSIb3DQEBBAUAAOEAXcMsaB8eXgbG2ZhVyFkRVrl4vT8haN39/QJc9
BrRh2nOTKgfMcT9h+1XxOWNRQ9/SIGV1y3+3abNiJmJBWnJ8Bg==

= CSR u]-8--> BEGIN CERTIFICATE REQUESTHH END CERTIFICATE REQUEST 7}

Ao,

® SSLRIFA] HbF

= FAARAE QAdSBAE EH o)Al (www.gpkigokr)ol A wslH HUth

[e] !l huil
<EY1 SSLJASA &g A= >
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D wEwe A2AE ST
- C:\GPKI\certificate\class1 Y Eg|o] T <cn name : domain>p7b 3} o]
AN=A AU (ofl: www.gpki.go.kr.p7b)

MIILIQYJKoZIhveNAQcCollLejCCC3YCAQEXADALBgkahkiGOwW0BBwWGgggateMIID
HTCCAgWgAWIBAgIQSACIRgAUPO7tcwjaHEC8+ANBgkahkiGOWOBAQUFADBQMQsw

8wQdPavThnU/td3t6Ir'VG983r3rrP69GN/aspipBlryB019rK0cUeYFK95jaL.3E
0lgDgGfm9I5cuWel8eaPfU/AIZYkXCss4iJrMQA=

@ pkes#7 = pem W3

openssl pkes7 —in <p7b filename> —out <pem filename> —print_certs —text

rlo

= 17| A <p7b filename>S LFHE AZA ] o]2 B AA ARo|H, <pem
filename>e W35 0] AL=E pem BY o] 2 AA Az
A&t

) openssl pkcs7 -in www.gpki.go.kr.p7b -out cert.pem -print_certs -text

@ CA 154 % CAChain 154 A
- <pem filename>> A& AH 7|2 GolA ol 2 WEES HAs]
z+zvo] wl-S Ay AdE T}

= 9 oA "CA131000001’ ©]

= 2 9] ‘Certificate’ 9| A ‘-----END
CERTIFICATE----- "R BRES

e ¥
EALsto] <capem>3 LS A4 FUTH
= 3 FollA ‘RootCA’<} "CA131000001" ¢] &

o)A “--—END CERTIFICATE-—-7}A] ¥-E-& AR EBA}sto] <caChain.pem>}
d= AU
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o) <ca.pem>, <caChain.pem> A/ <] A

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
4a:65:5e:f5:03:d1:e7:b0:c6:e4:e5:db:e0:d0:52:e5
Signature Algorithm: shalWithRSAEncryption
Issuer: C=KR, O=Government of Korea, OU=GPKI, CN=CA131000001

Subject: C=KR, O=Government of Korea, OU=Group of Server, CN=www.gpki..go.kr

MIIDIzCCAgQugAWIBAQIQSmMVe9QPR57DG50Xb4NBS5TANBgkahkiGOWOBAQUFADBQ

kKfuCm04KGUMN3g30Uyal 98ByM3jKe GQKRWVICN6rgfLN71GbnoP

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
3c:c2:81:4b:00:e7:52:4d:9baa:47:b7:e1:61:f5:0e
Signature Algorithm: shalWithRSAEncryption
Issuer: C=KR, O=Government of Korea, OU=GPKI, CN=Root CA

Subject: C=KR, O=Government of Korea, OU=GPKI, CN=Root CA

MIIDmTCCA0GgAwIBAgIQPMKBSWDNUk2bake34WH1DjANBgkahkiGOWOBAQUFADBM

uSuQZ40gBNo2kxt8Pg==

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
48:15:99:5d:01:ea:17:36:01:73:5b:d1:16:f8:25:5¢
Signature Algorithm: shalWithRSAEncryption
Issuer: C=KR, O=Government of Korea, OU=GPKI, CN=Root CA

Subject: C=KR, O=Government of Korea, OU=GPKI, CN=CA131000001

MIIEnDCCA4SgAWIBAgIQSBWZXQHAGFzYBc1vRFVgIXDANBgkahkiGOWOBAQUFADBM

498KpPx9vfeB3R3n130seTSGadJXgngrkoaCbTstU9U=
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34 I+ (httpd.conf =+ ssl.conf)S

%!
- A48 A 9L F mod sslso o] O™ mod_ssl AHES I 4L

A g

LoadModule ssl_module modules/mod_ssl.so

- 7]& http <VirtualHost www.gpki.go.kr:80> 3}

I
o
e
S~
ol
o
&
m
&
i
=2t
B
=
[ o
'

V) 2L FAsm 7 g2 2E e A2 P

NameVirtualHost *

<VirtualHost *:80>

ServerAdmin admin@gpki.go.kr
DocumentRoot "/home/gpki/www/"
ServerName www.gpki.go.kr
ServerAlias gpki.go.kr

ErrorLog /home/gpki/error_log
AccessLog /home/gpki/access_log
</VirtualHost>

<VirtualHost *:443>

ServerAdmin admin@gpki.go.kr
DocumentRoot "/home/gpki/www/"
ServerName www.gpki.go.kr

ServerAlias gpki.go.kr

ErrorLog /home/gpki/ssl_error_log
AccesslLog /home/gpki/ssl_access_log
SSLCertificateKeyFile "<key filename>"
SSLCertificateFile "<pem filename>"
SSLCertificateChainFile "<caChain.pem>"

=ZCIAED M4F
=l 4%

- gridEa) U3

= el 43

=1 key.pem
=1 cert.pem
=1 caChain.pem

SSLCACertificateFile "<ca.pem>" = ca.pem

</VirtualHost>

o <pem filename>e LI AFA B9 A2 P HAPS YTk

v <key filename>2 CSR 3 A& A A keyH}dS IthHE A&
o

= <caChain.pem>7} <capem>> <pem filename>| A HALS)A A A g

dee Az 2 Bde Gk
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® Apache AHE A5 F )

$ ./apachectl stop

./apachectl stop: httpd stopped

$ ./apachectl startssl

Apache/1.3.19 mod_ssl/2.8.1 (Pass Phrase Dialog)

Some of your private key files are encrypted for security reasons.

In order to read them you have to provide us with the pass phrases.

Server testssl.klid.or.kr:443 (RSA)
Enter pass phrase: <password>

Ok: Pass Phrase Dialog successful.
.Japachect| startssl: httpd started

v Apache AHolA SSLE AL&317] $3F g5l
MR1719 MIEHMEE B, o] HYWEe olxde AXxy Ji17] A

CSR A W < @ 7871 7341 A8’ 7H17] g E Agsiad HY

® 9 R9AT Fo SSLAZA 4 A /T B

=

e A

g
slow, A24e 2gshd ‘A & JE AfolErEn tEbe AL
3}

=

% hilps //lestssl, Kid,or, kif - Windows Intamel Explorer
@@ [ ipsifestasl, kidar by

| OfEiE) B|IZE =N BARIA DRI ZSEEH & j qMOE D
W B sy esissl ki orky | | Ik | %

MOGEHA Gow of Fores
At 0N MNES 2igiet 20k

testgsl Mid or b
A IHE ZE0| BEEERaUn
ME[E 5 U= AHIE

BIEN B3|
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mh, YIAtolE H &

YA E o] &4 fEstEAlo] Thedtes § Z2a8S FATU
S e R o=

Bf. SSL Q15A /7] F=
¥ sty 2 Q1R "HE o] LA HQ
 olutx] 9] Ag JiA7|7F HdFHE AZHEZ FE2E et sy

H

- A E NN A (key.pem)S AT

Proc-Type: 4,ENCRYPTED
DEE-Infb: DES-EDE3-CEC,CEO7E7AZG6ELSETF

vapxwIlESiJdxANe7O3vedMvith+3c+uTVAcHCUNEXaSa5S4PDNOXHFESiINTiaEDE4
NlesATnoglELWLTSSpbows xLn Zvh OV F YiuBsten T3 cdhlelwkmnXCnd SE0nZhiNe
JGAHZ CgTPND ZaEHL iDOeNTg Z0W TnkJHI i3 nwMj0oqnop+HEEI Iv JEpSDERKOCFV
PfuRRI =+ kswBS IVVIVLA s 6oy VY3t hUw7?ohGH INwGr d0HsspyatnkSrNO+wEfHOordi
SRANmHUpgDoUf coschQidodHE TUHW L YSEV K icXEKN ThWSEusTDaS foke+EJESce
WS TWoCeDFFESUyo G EmEFSHE Y vo 7OV 1QIPv 1 t0EuC T usOKHe Jg+tudPNuCostFn
WNMIG/ iZnr2dkiLEV4cl1Qqw=sudVE1U,/ BoDNE LKV 18 6vhj9algVEAGE/ re9HECAF
i3JGIHPEL  AVUEhuld?biw/ EM1d0bbhvz+j0o N hEQodt iPFi/ ZEREZCRnwYp/ P01+
rE7T14uRigivecdoVhygd KIMiTEE7 k1 ZrchxBCHGEpVZEj e kE4UYav+9 1wl Iarl
THRYTF1l6Je]IGeEalhCix/ v2iDHvFmOLCyLpNP13 k4 TOSNEN YO HVp ZkCwZkhiSnouy
SrwrdhkOshgivTHgoP3HgYV+2oGYeb0TdjvivasulF pWe+23 2B YHw2 rtEOwTdes 1Dys
nps8cap2 1XTsilf8w2 SeM1RFofMSall/ iMS01gUDP16 ZPOUESEix jwrLiGEwgLIg1
zfoyTHEL VPRl RESS51i5VIoh3R1 ZrS0s30gqPxETWFVHOD Ob 2 gs Eatn==
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2.4. WebToB X ¥ oA BRXW F=3}7]
7F. Me17] A =L CSR AA ¥

= WebtoB9] 7% 712719} CSRES FA]d AAEY] W&o /7] 2 CSRES

TEEA txt G2 A3 oF FU
D Default 24 &<l
Ao 3] wbsslenf Y-S &gt

$ cd SWEBTOBDIR/ssl
$ vi wbssl.cnf

of

@ g &= &<l
- g2 FE2 $A3A] vlA AL [req_distinguished_name] T+ 313t}

* countryName_default 7} KR 1% &<ttt
* organizationName_default 7} Government of Korea 1A 1§

* organizationUnitName_default 7} Group of Server 1A &It}

* 71 219 stateOrProvinceNameY} localityNameS default 3H&0] A A E o] Jo

il

=472 (#) 3441 7] rgre,
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- wbssl.enf Y W&

[ req ]
default_bits = 2048 // 10242 =& 20482 =X

L9 e MEb

[ reqg_distinguished_name ]

countryName = Country Name (2 letter code)
countryName_default = KR

countryName_min =2

countryName_max =2

stateOrProvinceName = State or Province Name (full name)
#stateOrProvinceName_default = Some—State

localityName = Locality Name (eg, city)
0.organizationName = QOrganization Name (eg, company)
0.organizationName_default = Government of Korea
organizationalUnitName = Qrganizational Unit Name (eg, section)

organizationalUnitName_default = Group of Server

Email Address
40

#emailAddress
#emailAddress_max

#SET—ex3 = SET extension number3

O default o] 18 & B¢ FA3x AFIYT
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@ CSR Fx o
WebtoB € 49| & ZT] ofzfel] ssl ETell 'CA’ HolE Ad¥sie] CSRe A4
g
i. SWEBTOBDIR/ssl t]& Eg]oA CSRS ATt

$ CA —-newreq

Using configuration from path/to/ssl/wbssl.cnf

Generating a 2048 bit RSA Private key

Enter PEM pass phase : <password>

verifying password — Enter PEM pass phase : <passworad>

Country Name <2 letter code> [KR] : KR

States or province Name <full name> [] :

Locality Name <eg. city> [] :

Organization Name <eg. company> [Government of Korea] : Government of Korea
Organization Unit Name <eg. section> [Group of Server] : Group of Server
Common Name <eg. Your name or your server's hostname> [] : <cn name : domain>
Email Address [] :

A challenge password [] :

An optional company name [] :

Request <and Private key> is in newreqg.pem

% CA 9 34 : -newreq — CSRS AAse= A4
-newcert — HE JASAE 1}5% o
4 Al [ 1218 W Eo] defaultzt ¥yt &<l & 4FFYU

= <password> WebtoB 7}'5 Ald] EojHE G dUT 43 ES o
ASAE AEE = gloemz FA L

= <cn name : domain> 7|20 2 A u]/\ sl w=rolwe <t}

~ default FH( 1 9+ I GE Fo] dFo] Holgle AL A
O3l Entertt AUetE o st o3& gho] Solgyth o] AL whsslenf

Hdol defaultgte] Aol Hojd7] WAt &FAsHA AL whssl.enfE
WA 7] b U S (543 )
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@ 71217] 2 CSR =

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,5B92FCA937EF89C3
4Xi4iNulShWIb41/Y5/y5nesCItEnf1kBxOhsp7J TJFxwu+TkOly18gLNf7PEswT

MIIByzCCATQCAQAwgY oxCzAJBgNVBAYTAktSMQ4wWDAYDVQQIEWVTZWI1 bDEOMAWG
A1TUEBXMFU2VvdWwxDTALBgNVBA0TBEtJQOEXDDAKBgNVBASTAOIDQzELDMBKGA1UE
AxMSamNsZWUuc2inomdGUuY29tMSEwHwWYJKoZIhveNAQkBFhJgY2xIZUBzaWdu

JSHC5UBNGVCO0oUOESEKUfTi7a5Nt+2/4R/dy+z/SQ==

= A <newreq.pem>ol= (F53H) 7lA719F CSRe HE7F A =3
Hol AFUTE HFo] /fd7]olar ofgfZFo] CSRYUTE 9 7R 7] (key %h)
2 ol FF(CSR )= BARIMA MR txt Y2 AZFUTE 7Q07] Y
I B @t oF Fuo

- 71 Q17)(PRIVATE KEY) AR = th& 25Ych

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,5B92FCA937EF89C3
4Xi4iNulShWIb41/Y5/y5nesCItEnf1kBxOhsp7JTJFxwu+TkOly18gLNf7PEswT

== 7] 17](PRIVATE KEY) H-&S 3 *ixt)2 AZgUTh
o) key.txt 2 A%
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- CSR AH = 23 #ZH5yrt).

MIIByzCCATQCAQAwgY oxCzAJBgNVBAYTAktSMQ4wDAYDVQQIEWWTZWI1bDEOMAWG
A1TUEBXMFU2VvdWwxDTALBgNVBA0TBEtJQOEXDDAKBgNVBASTAOIDQzELMBKGATUE
AxMSamNsZWUuc2inomdGUuUY29tMSEwHwWYJKoZIhveNAQkBFhJgY2xIZUBzaWdu

JSHC5UBNGVCO0oUOESEKUfTi7a5Nt+2/4R/dy+z/SQ==

= CSR W8-S d2E(Text) FI(*.txt) 2 AZFUch
o) csr.txt & A7

© SSLYISA TH
& o] A (www.gpki.go.kr)ol M EH S FHY T
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. ASsA A WY

D wERe AZAE AU,
- C:\GPKI\certificate\class1 Y E 2| T <cn name : domain>p7b 3} o]
(e}

T—

AN=A AU (ol: www.gpki.go.kr.p7b)

MIILIQYJKoZIhveNAQcCollLejCCC3YCAQEXADALBgkahkiGOw0BBwWGgggateMIID
HTCCAgWgAWIBAgIQSACIRgAUPO7tcwjaHEC8+ANBgkahkiGOWOBAQUFADBQMQsw

8wQdPavThnU/td3t6Ir'VG9I83r3rrP69GN/aspipBlryB019rK0cUeYFK95jaL.3E
0lgDgGfm9I5cuWel8eaPfU/AIZYkXCss4iJrMQA=

2 pkes#7 = pem W3 X

= pkcs#7 => pem %%‘rz‘sﬁ
WE g 5 dsuth

(6

pt u

2 73S AX¥YH Openssl Z2 1802

@ pkes#7 = pem 3

openssl pkes7 —in <p7b filename> —out <pem filename> —print_certs —text

= o 7|X <p7b filename>> T 5
filename>2 WA= o] AFE pem 7 ol H HA FEE
§) 2 gk,
o) openssl pkcs7 -in www.gpki.go.kr.p7b -out cert.pem -print_cert -text
@ CA Chain 154 A7

- <pem filename>> A& AH 7|2 GolA ol 2 WEES HAs]
z+zvo] wal-S Ay AdE T}

(—

= 3+ Fol A ‘RootCA’ 2} "CA131000001” ©

[
2
s
rr
e

2 9] ‘Certificate’
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o) <caChain.pem> 234 o

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
4a:65:5e:f5:03:d1:e7:b0:c6:e4:e5:db:e0:d0:52:e5
Signature Algorithm: shalWithRSAEncryption
Issuer: C=KR, O=Government of Korea, OU=GPKI, CN=CA131000001

Subject: C=KR, O=Government of Korea, OU=Group of Server, CN=www.gpki..go.kr

MIIDIzCCAgQugAWIBAQIQSmMVe9QPR57DG50Xb4NBS5TANBgkahkiGOWOBAQUFADBQ

kKfuCm04KGUMN3g30Uyal 98ByM3jKe GQKRWVICN6rgfLN71GbnoP

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
3c:c2:81:4b:00:e7:52:4d:9baa:47:b7:e1:61:f5:0e
Signature Algorithm: shalWithRSAEncryption
Issuer: C=KR, O=Government of Korea, OU=GPKI, CN=Root CA

Subject: C=KR, O=Government of Korea, OU=GPKI, CN=Root CA

MIIDmTCCA0GgAwIBAgIQPMKBSWDNUk2bake34WH1DjANBgkahkiGOWOBAQUFADBM

uSuQZ40gBNo2kxt8Pg==

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
48:15:99:5d:01:ea:17:36:01:73:5b:d1:16:f8:25:5¢
Signature Algorithm: shalWithRSAEncryption
Issuer: C=KR, O=Government of Korea, OU=GPKI, CN=Root CA

Subject: C=KR, O=Government of Korea, OU=GPKI, CN=CA131000001

MIIEnDCCA4SgAWIBAgIQSBWZXQHAGFzYBc1vRFVgIXDANBgkahkiGOWOBAQUFADBM

498KpPx9vfeB3R3n130seTSGadJXgngrkoaCbTstU9U=
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® Config 27

- $WEBTOBDIR/config ©]%&3}o] httpdm 3¢S $4 )

SSL& 443 XEE AME3SH7] W&o MFd T2E =E=F S FUhsfof
FUot obel= SSLS A8A1Z config FY ol YUtk

*DOMAIN
webtob1
*NODE
gpki WEBTOBDIR="/app/tmax/webtob",

SHMKEY = 54000,

DOCROOT="/app/tmax/webapps",

PORT = "80,443",

HTH =

LOGGING = "log1",

ERRORLOG = "log2",

JsvPort = 9900
*VHOST
vgpki DOCROOT="/app/tmax/webtob/gpki",

PORT = "443",

NODENAME = "gpki",

HOSTNAME = "www.gpki.go.kr",

LOGGING = "log3",

ERRORLOG = "log4",

SSLFLAG =Y,

SSLNAME = "sslI1"
*SVRGROUP
htmlg NODENAME = "gpki", SVRTYPE = HTML
jsvg NODENAME = "gpki", SVRTYPE = JSV
*LOGGING
log1 Format = "DEFAULT", FileName = "/app/tmax/webtob/log/access.log"
log2 Format = "ERROR", FileName = "/app/tmax/webtob/log/error.log"
log3 Format = "DEFAULT", FileName = "/app/tmax/webtob/gpki/log/access_ssl.log"
log4 Format = "ERROR", FileName = "/app/tmax/webtob/gpki/log/error_ssl.log"
*SSL
ssl1 CertificateFile = ‘"<pem filename>",

CertificateKeyFile = "<key filename>",
CertificateChainFile = "<caChain filename>"

AR GBS WS 54 EE, F7H5HMeF Pk
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Q24 el A2 2 IS gLk

= <pem filename>> U+ =
g A A AT key FYS IHE ALE-

<key filename>=- CSR ¥
o} Fich.

£ o
e rlo

<caChain.pem>> <pem filename>°l| x| E Al A A Lo F
FAdH S Ay
® Config AL
= FAE httpm HJ(2A] @A) A AHAA AHED F USRS wscfl

BHoE AHgste] ARY s HPo] BaFYh

$ wscfl =i http.m
current configuration :
Number of client handler(HTH) =
Supported maximum user per node = 975
Supported maxinum user per handler = 975
CFL is done successfully for mode(llSTest(lISTest))

o) wscfl -i http.m

@ & A 5
= wsboot HHOE Al&sl] MHE FE53a, ASA AT A U
ok ]

AA7] wE

Ol

$ wsboot

WSBOOT for node(lISTest) is starting :
Welcome to WebtoB demo system : is will expire 2011/08/10
Today : 2011/08/10]
WSBOOT : WSM is starting : 08/10/11 15:20:00
WSBOOT : HTL is starting : 08/10/11 15:20:00
WSBOOT : HTH s starting : 08/10/11 15:20:00
Current WeboB configuration :
Number of client handler(HTH) =1
Supported maximum user per node = 975
Supported maxinum user per handler = 975
Some of your private key files are encrypted for security reasons.
In order to read them you have to provide us with the pass phrases.

Server 1ISTest.gpki.go.kr:443 (RSA)
Enter pass phrase : <password>

o] Al SSLRISA e AA7} &5 = AFHTH
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o fALlE HE

YAOIE ol 8A dEHEAC] AsFES 4 ZRade A,

o FE7tE VIS 2

Z}. SSL I5A MU7] 5 U

% sty 2 AR BEHA HEA e
== WebtoB9] A4 7HA7|17F I ¥el2 AZHER 28 €871 fleyd

- csrbd A3 Al A H = newreq.pem A o] W82 7HQ17] %} csr F O] EFOE
TAHUTE ot o} Zo] A WA 5 WS I F T eSS Fd (key.txt) 2
A7y

- KEY AR = o33 ZHyoh

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,5B92FCA937EF89C3
4Xi4iNulShWIb41/Y5/y5nesCItEnf1kBxOhsp7JTJFxwu+TkOly18gLNf7PEswT
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2.5. iPlanet A H oA B AXH FZ3}7]
7F. MAF] A L CSR A WUy

oA HIMWE £z} 3

r
2} Web Server Administration Server - Microsoft Internet Explorer | Il
CoDEE BEE 2N BHENAN ERD EITH "f

0= 0 RAG,Pu kw3 bE URSS

§ 22400 [ o/

/hittps-admsery/binindes

iPlanet
Web Server Administration Server

.,‘-"'- Cluster Mgmt

J.-‘"- Security

l,‘-"'-Users and Groups

.,‘-"'- Preferences Jn".- Global Settings

Manage
Servers Manage Servers
Add Server /
Select a Server: orkr | [ Manags

Remove Server

Migrate Servel

Server Root:/usr/iplanet/servers/https- or.kr
Hostname: | - orkr
Error Log:  /usr/iplanet/servers/https- .or.krflogs/errors
User: nobody
DINS: off

{&] Users and Graups © CIEY
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@ CSR A4

Security Tabs F2iL % W|57olA ‘Create Database’E &3t CSR& A
AA 1 8sE A A2E2E AAs) Ad Aass dHEn,

=

= =

iPlanet WX W7} A€ dAEZ] L9 certutilexe ILo] A= AE=E
olFdUth (YEF 0Sol iPlanets default® A X3S 4$ certutild] FZE
C:\Sun\ WebServer6.1\ bin\ https\ admin\ bin ¥} Y t}.)

obehel WS Aol B EFHA ABFUC

certutii —R —s "CN=[Z0 22 ] 0U=Group of Server,0=Government of Korea,C=KR" —a —o [CSRO|
MEE AX[] -k rsa —g 2048 —d [iPlanet EIME{Z7} MX|E HAZZ O alias CIMEZ[] -P [# ¢olAH
28]

#0U, O, C ghe 13FAUTh #3344 34 Baglel stol= ad=
AW BT

o) certutil -R -s "CN=www.domain.com,OU=Group of Server,
O=Government of Korea,C=KR" -a -0 c:\csr.csr -k rsa -g 2048
-d c:\Sun\WebServer6.1\alias -P https-test1-498db9821efb4d4-

@ SSLeIFA W
— 6§;<4z4;<}1\1tr§ A=A Y Eu o] X (www.gpki.go.kr)ol| Al &F3shd Eu o}
)
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. JA5A X "y
O TFrE ASAHE FAFYH
- C:\GPKI\certificate\class1 T E2]) 33d<cn name : domain>p7b I} o]
A YT (dl: www.gpki.go.kr.p7b)(SFIEFIE SSLASA Y B+
wildcard.domain.p7bZ A ¥ .)

fr xo

MIILiQYJK0ZIhveNAQcCollLejCCC3YCAQExXADALBgkqhkiGOWOBBwGgggteMIID
HTCCAgWgAwIBAgIQSAcIRgAuPO7tcwjaHE 8 +jANBgkghkiGIWOBAQUFADBQMQsw

8wQdPqvThnU/td3t61rVGI83r3rrP69GN/qspiJpBlryB019rK0cUe YFK95jaL.3E
0lgDgGfm9I5cuWcJ8eaPfU/AlZYkXCss4jJrMQA=

@ pkes#7 = cer HE

= hike) SO o o 3 H= =] 3701 O S
- ASA HY <p7b filename>s A= P A HESY St 3 YS open®d
o 3
Ut olge} e FHo] dHYth
=1o0lx|
ME) SEA 2 E2TH)
«=» BEBE|2
EPOIZM -TIY S [E= B2 23 [8&
5[0 CHGPKAHCERTIFICATERCLASS 4 TE [ (=1 CAI3T000001 Finot CA 2010-07-21 <HE>
e EEl ElRoot CA Foot CA 2012-08-21 B>
Eltest2.gpkl.go.kr CA131000001 2010-04-08 MH 212
| A | i

|CWGPKIWCERTIFICATEWCLASS IWTESTE GPKI GO.KR.PTE K2 LM 3M2| 2Z M2 SISLIC [
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- Q1E A ld(ef: CA131000001)S A8 % vhg-2
'"REAAYEK) - HEHVE SH T

T certmgr - [AS N - IFUWCWGPKIWCERTIFICATEWCLASS IWTES T2 GPKI.GO.KR.PIBW2IS MT

o =
=

J

z
lul
o
iy
)

T S3A 2 EST(H)
€= |[Em 8| R|20m
EEELRT I
T (1 CHGEPKIHCERTIFICATEWCLASS 1 TE | B
= eLt=2 Efootc 27 Fioot CA 2012-08-21 [
Etest?.g =9 2010-04-0R M 215
2440 LHELHL...
EEEH)
K | Al | i
[EH=H A dee & o= 2E0) S0 SIAUL
- AFAME “Base 642 AP X509(.CER)"S Aesle] A4 )

DISM IHEHA OH A )

oI IS A
SIZME o HAeE HEY £ SIELICH

AT TS HEHGEAMA 2,
¢ DERZ 2IZE=I X 509 HHOI L4 2] {, CERMD}
+ Hase b2 Org eS8 CERITSS
- AT HAMA 22 BZ -PRCS #7 US M (PTRNC)
| = s e A= e s s e
(Nl E T R s PRESR PR
B = e s R =t P R =R
[ 2Eish B MEntermet Exploter & 0, HT 4,0 5E4 @]
[ LHE L2 2t R0 g e 5] L6 (1

FEEE)

<HE(E) I CHSiM) > I F

Yok (@4 37 w)
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@ Server CertificateS iPlanet ¢ Ao A X

- B AL oA Security — Install a CertificateE 83t &, o}

A8 BEel ARE AY Ear

Certificate For:

« This Server

 Server Certificate Chain

~ Trusted Certificate Authority (CA)

Select the module to use with this certificate:
Cryptographic Module: |internal ~
Key Pair File P ord: |

Enter Certificate Name ONLY if certificate is not for 'This Server'.
Certificate Name: [

 Message is in this file:
~ Message text (with headers):

5 CJM =

= "RootCA" AFTAE e (@)= AHVIZ oA o] W&

el ¢ WEe AN PEUh

Certificate For:

 This Server

+ Server Certificate Chain

" Trusted Certificate Authority (CA)

Select the module to use with this certificate:
Cryptographic Module: |internal ~

Enter Certificate Name ONLY if certificate is not for 'This Server'.
Certificate Name: |

~ Message is in this file: |
+ Message text (with headers):

o CETECEEETPOT——
= dostBE TN z 9 5L 2N UPY Jw b 3lla D0Es bIUSR1 BLSSx=y
g Sty 'ESVZILUJthXHDhSJDdHISZXZVVQFDaWQuhGIdet|aw5hcn' N
3 wcNAGEFBRADgEBADRoOA ] | QdaxbGu+j | BkeuFJ i POfexabMUZEk JhEqbs /N

fofls5) Y ak GhBodShkyagbj 701 UGA3N | Jao | akwirwspPnlJhy J8Y /BUgZ )+ 4t MDCJ
rSKOD+dSz 481 0z./SxBoLFY5m | ¥ 7RYEp+FAp/tWal 61R0SHEKy S | wCwnxOEi U+wR
YHyzsBzR4NENDBEonzdYMLT +pOHz JcR3ChY cai mOZ0450FGo0d+PT=2t BA+McEp
= ZXE?ZBBD+QSOGdT+1SESU|tUhSzeveus/rDV3+uymImkEivIHTXESerHEgU

---------- {

Reset

= "CA131000001" Q&A=
Babste 9 WEs A

3} of A

2 9O
=

&

2}

S
=



Certificate For:

# This Server

© Server Certificate Chain

© Trusted Certificate Authority (CA)

Select the module to use with this certificate:
Cryptographic Module: [internal ~
Key Pair File Password: [¢sesesee

Enter Certificate Name ONLY if certificate is not for 'This Server'.
Certificate Name: |
© Message is in this file: |
# Message text (with headers):

t:bGt | n0axspUwHIYDYROOBEYEFCO T vhi
BAGA1 UdDwEE,/wOEAw | FoDATBalYHSUEDDAKBag rBaEFBOCDA
wOBAQUFAACCADEAY syllad AkD0s | tx¥SHez i CiWFcu | D62aBEJTeBSTR+R
421NghJ i LUOtETS1DcZsB1 rhCypaY gy | 247mlgY Zs68YdgLDCEEGTb+Erwutyt
EGuuz AvFnEnSYe /Bc i FECyAU2d9p: j uDTTFY r 3owp 4 ro fFEI 122b+ 799/ 4kt Hz
v 7Y aZaVFRalLPBoaBSkHEY | 7s0BbENXYwoNdOURKL B4/GJ /AdqBaV 20w 2y Pedly /0
| P+FOsHat 34gbubZmn Y CERER | RS T MW Ev i 0AAC+nbym ) Ebgd8JtLLeiHNi K

0ch

6].9 I Reset I

Install a Server Certificate

== <cn name :@ domain>2=XE W33 yIdS& HAERZ
2

Akl ¢ e AN wEUth (JYEAE SSLY

*domain® 2 YHFY)

@ iPlanet §§ AMWE A ZHServer Off — Server On)

1Plangk

i & rear lan Class Managar Apply
Wah Barver .0 DAk ok il Sarcar Manager 5 Managar Apply

Magnus Exitar The server is currenthy 0.
et | WARMING: You should onby do this on your local machine,

[ Edit Listan | The following passwords are required to start the senwer:
m‘ Module internal 2 ;-“"-"";"""-"‘

Bl | ) Gain)
—| Bstorn Abgut this server
| Gonfgration |

T |
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© iPlanet ¢ AMH 24 WA
iPlanet §§ A®el ISA HA7} Suud, MW 443 E| thsto] 7]
(Listen)& == A== A45 WA oF Itk
AMw] FE|AF 3pHo| A Preference — Add Listen Sockets X el3le] ofzjjo} 2+

o] RE PP F OK'E AP

| tosor | ;
v Create a Listen Socket
&l
1D

@ ]p;l Tl

& ~ =

SEIVEITIAME; W okt

w Seeurly.  [On=
P i ver B 0141 B
| MMETSE | pefaylt vs: |

—— |

Qeslol & Fut eI LHUh (1YY WE B

- ID : O™ B0ZEM| Cist IDE &1Ist0{ SSL ZLEE 2|8t IDE F0f
-IP :0.0.00/any 2 &%
— Port : 443, SSL ZE= 4430| C|EE EE0|0q, M Z2|X|et Alofsio] CIE ZEE ARSSHES
AY HEE ks
- Servername : ¥ Mt
— Security : ‘On’ AE4
Default VS : CIZEZ AL E Virtual Server urlg &
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®

1Planet
Weh Eerver 6.0

iPlanet  A® 2% F71A7H

SSLell W3k 443Listen 7]5= ¥8 §, F7I= AAsoF & FEo] ATt
W =Y 3hH A ‘Edit Listen Sockets’' S X E3F 3 ‘Attributes’ H A=
ZY st 4k o] oA SSL2, SSL3/TLSo| that A4S wWAs ALY
iPlanet 7]& A4 o=z A & 4+ AFYTH

e & Barver Manager

—

- [ Action JID] 1P _|Port] Secwity [Acceptors|Advanced
Magsgdter | Tes e Hijooo0 [ [[or sl . ==
adilsten | | [E& o [l20000 [e f"'ur'wrl (e

@—“" o T (e =D T [k ] ] |

Web Servar 6.0

webe 0T bl Server Managar

0

|
|

Becurity Settings of Listen Socker

| 1P |Certificatenlame|Client futh] Ciphers | Default |
default|Swertor | 0N 55L2 55L3TLS Ciher Default|

|

@

: Tt cald

(o

o

olN

Mol 247} feE A,
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. fAtoE H§
YAl o] §4] FEFHEMC] ASHES 9 TIPS ST,
o FE7OlE V

o,
o
m
BN

2. SSL Q1FA A7 & WY
#* 9ursiy 2 A H "EHFH FHELA e

- iPlanet(Sonone)¥] 73-¢- US4l FH7} server_root/alias®l| cert8.db, key3.db
g ¢kl AFFYULE 3 LA MA7E Besr] YeiAE pkl2utilexe
g Z2aPS Hdste], pl23aoez AFA 8] ¥ OpenSSLEZZ 1302
MA71E 4 F As4H-

o

D B HolA el WEstal, ST AW AE F ManageW E& 2 Fd

Sun~ONE Web Server 6.1 Administration Server

pi:i-itTe Y Preferences ¥ Global Settings ¥ Users and Groups ¥ Security ¥ Cluster Mgmt
Manage Manage Servers
Servers

Select a Server: |mh|ee vI tManage |

Remove Server

e Settings
i e Server

Hostname:mhlee
DMNS: off

Help |
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@ Security -> Manage CertificatesH& Y & 3|3 AW Certificate Name=

SFo1g Y o,

Sun™ONE Web Server 6.1 Server Manager

Preferences #1048 Logs ¥ Monitor ¥ Yirtual Server Class ¥ Java
Create Manage Server Certificates
Database
ER—— Server Certificates
Certificate
— Certificate Name Tvp
Certiﬁcate_
Server-Cert Oy
Change
Password Builtin Object Token: ABAecorn (sub., Am. Bankers True
Assn.) Root CA
Manage
Eeiificates Builtin Object Token:addTrust External Root Trus

©@ zEa9 43 A AdPAde PATH 2H AU pkl2util Z=237 A4 £
3 HdEgS PATH 274 8 FHA L.
ex) PATH %server_root% \bin\ https\admin\ bin;

@ server_root/alias £ 2] database¥}d WAL s FHAL

E EEN LS | sEstam

-@ttps-mhlee-mhlee-certa.dl:. 6B CIOEIHIONS T 2009-04-14 23 2:47
https-mhlee-mhlee-ke';.-ﬂ.dl:- 1666 HIOIEHIOlA T 2009-04-14 2= 2:47
%] secmod. db 16kB CIOIEIHIONA THY 2009-04-13 27 11:13

—_

® A2 > Ao A commandES Y3t ol HES F 4~
pkl2util Z210] X3 P EZRE olF F ofge H

o
.
A

Holg AR

$ pkl2utii —o certpk12.p12 —-n Server—Cert -d c:WJOBWWebServer6.1Walias -P
https—mhlee—mhlee—

Enter Password or Pin for "NSS Certificate DB" :
Enter Password for PKCS12 file :

Re—enter password :

pki12util : PKCS12 EXPORT SUCCESSPUL
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= FAMAR 7} oW olele] FolA JHIAY Y= 92
AAL. 2= 3 &2 3 g gdo] A Ao AP YL

$Sie ]| Hanoae |

Sun"*DNE Web Sewer 51 Server Manager
Prefer_enc:es Security V1T Vir_tual Server C_Iass Java

Create Initialize Trust Database

Database
WARNING: You should only do this on

Reguest a
Certificate Database Password: |

el Password (again): |
Certificate

Change il ﬂl
Password

% F9)) P4 FHel W82 server_root/aliasol| A EH18 oA 247} keyd.dbE
Aot FE-S dFH3 F=AoF Yo

@ A3 "AE oA certpkl2pl2 L] AFARE SRIGHT. A o773 ¢
Zk}io] iplanet®] db oA pl2@ Ao 2 AFSAE HEWE AAAHTH

keyFE<5 3817|913l openssl/bin/ HHEZE ol F offo] WHFoAE L3
Ut HEH=E pkl2utild @A) o] o=t FAFgUT

$ openssl pkcs12 —in certpk12.p12 —nocerts —nodes —out certpk12.key
Enter Import Password :
MAC verified OK

s

%)

Qe Fojuw ol sl

ol

© AAE Fdo ARl e FAFU
2o gz el gych

EBag Artctributes

friendlyNams: Server—Cert

localKewID: 4E D7 F2 C3 47 15 ES F3 7C 54 FD 54 D3 94 gD 17 ZE 33 C9 4D
Eey Attributes: <No Attributes>

MITCEgIBLAKEQOC/ 6153 K0a+2H1Z2p4 A h14uHY6+cVESCSCT45EvIR113dos051ws
tw4RHETWiaShMzoN b/ AqMoFsvEBYEvEZFhosCBGLEHVNxSeknVhvoSCHC1LOE 3T/
M4SUTeRENApxUalL k83 LbEC S rfiysdDILO97 2054 U0=TI0hI jQ0sfCEwExxEvwIDLOLE
AoGAGDVELYVVII / RGpmTedxNigZgqoevdYCks07 2 Zamy0UesbbkLEOTIcP 1/ Zeclicni9x
TwIloQTtuS9OTdESpKENE,/ e 78me 2 gqO3ribho02 43 XsgC TR kr SubbKezshrEvemz
PUHELTEO1PGlEZ3UMEiZ Srw+EGaDl,/ y3M1yz JbRDWIKhX9SQECOODyOadZ+XkHhLET
1swrOTHEvoc ThrEfuzch i ¥R 0F £ 7REH+e GgHERS 1dBEzhF UL 143 EJ0rFUzSh 1 THYE
AZMNyLIKBARKELAY IVIe Gy NG Vv ISSwnH+cr MDwyN S I Mmp AS9guw3CMIrSI1h4pnay
N O)JFhEHIGLEAIOBWir8G3i4dbhx g8 GWERFwIEANE 7 XA ACLX IJLEyxmEC ExNE SvO
oY CEbkC2 It VIsSL,/ i4JERIKSV+ 1o SEEHFASwopELfpx 13mGYF e YE?WPoKeP IECQOCE
nudR4ndN9+ortLr4F S LVHMTSSETApM7CpievSulCwobhX 1 vaGFwgoswEh U3 XoEMZ
oE4m0k2 1JHsISRRI62n3 AkEAqral8 lf DL ASYRE=2GCGLdo 15T/ £ 13983 cDabFge 20
GidXkelggeEygSZhikhvilSSxZhx3Zed Voo Thwydogans 1 A==
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2.6. Tomcat XWX BAXH F53}7]
Tomcatol| A= java2] keytool ZZ 138 Al83to] KEYZ: % CSR#S
2yt (http://developers.sun.com/downloads/) ol A java sdkE& Thol A g4
T} Apache AW =, I 9 & ¢ AWt AEst] AM&ste B¢
A AMH SSLASAE A EslloF FYth Tomcat @502 AMH|AE
B WE&s sy
® keystore + Private Key®} Public KeyZ AR&E= QAFA(x.509)7F A==
tlolB Ho]A=dY T
® keytool & Private Key$} Public KeyZ A& <AFSA(x509)7F A=
keystoreS ¥ dt= =AU
® keystore alias name

= W&
, 7171
<alias name> AE Q=] S=
<RootCA alias name> Root CA Q154 &5
<CAChain alias name> CA Chain 154 &5
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7F. M7l A 2 CSR AA ¥
@D Keystore 443
- SSLE #%317] 34+ Keystore

E whEolof gt} KeystoreE THE7] 98
keytool ZZ 1S o] &3l ofge} &

o] A},

$ keytool —genkey —alias <alias name> —keyalg RSA —dname "CN=<CN name :
domain>, OU=Group of Server, O=Government of Korea, C=KR" —keystore <keystore
filename> —keysize 2048

keystore 4o & YA <passwordl>

(keystore 4z} 2 49 Enters TEAHAL): <password2>

v <alias name> Keydt 2 AFSAE AFT AFAE o] F4UTH
= <CN name : domain>2 JNZ=H A E | 5 C
3}

Z
)
[o
fr
iR
B
EQL'
L
T
r o
olN
x

 <passwordl>= FIA7E A}
A E U

= <password2>+ Keystore ¢} T2 A A3t Ao o
Keystore ¢} #o] AA3lal 4O Enter HEE F .

= <keystore filename> Keystore’} WU A2 H=Z 2 3 o]FHYch

Oﬂ) $ keytool —genkey —alias CERT —keyalg RSA —dname "CN=www.gpki.go.kr,
OU=Group of Server, O=Government of Korea, C=KR" —keystore gpkikeystore
—keysize 2048

keystore 435 YHIIAHA L <passwordl>
(keystore 59 & A% E

nterS FEAA Q) <password2>
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(2 CSR(Certificate Signing Request) 3§73
- SSL 15415 g ©7] siAe CSR HolE7t Fasith o5 fsA]
keytool L2175 o]§3alo] ofgf e} o] A3t

$ keytool —certreq —alias <alias name> —keystore <keystore filename>

=

keystore S E AESIMNAIL: <passwordl1>

MIIBnjCCAQcCAQAWXELMAKGATUEBhMCS1IxHDAaBgNVBAOTEOdvdmVybm 11bnQgb2YgS
29y/ZWEX

= (D Keystore A4 Al U3 <dlias nane>2} <passuordl>, <keystore filenane>= <) =
asiey

= 9] 3} A “—-BEGIN NEW CERTIFICATE REQUEST-----"%¥ “—--END
NEW CERTIFICATE REQUEST----"7}A1 & HA}3}o
g92E gdz AT

o)) keytool -certreq -alias CERT -keystore gpkikeystore

= PAAAE AZHME T o) X (www.gpkigokr)ol| A wHFshE gyt
A
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U A 4A BHY

@ wrgure o)== 3ol

= -

=
- C:\GPKI\certificate\class1 Hd E ]l 3| <cn name : domain>.p7b

gdo] A=A AP Ynt (o www.gpki.go.kr.p7b)

A= 7l= SSLRISA Y H$+ wildcard.domain.p7bZ A/ H.

—-—-BEGIN PKCS7-——-

—-——END PKCS7--—-

MIILIQYJKoZIhveNAQcCollLejCCC3Y CAQEXADALBgkahkiGOwW0BBwGgggteMIID

0laDgGfm9l5cuWcJ8eaPfU/AIZYKXCss4jJrMQA=

@ pkes#7 = cer HE

[ =3 ,_L]—O] o (e} ] 2= :‘]_ :4_01 o 6}3—
e <p7b filename>< V=5 B3N HESE &t LS open
re o] Ay}
Ut ol#j e} £ FHo] I .
T certmar - [IE A - TFIWC WGPKIWCERTIFICATEWCLASS [WTEST2, GPKI, GO,KH.PIBWalS ALl _lol x|
DE 5= 200 ESR
=l E N
EErR= SRR TR (22X [BHE S ==
E‘D CGPEIWCERTIFICATEWCLASS W TE | E1 CA131000001 Root CA 2010-07-21 (B>
LEYUEM ElRoot CaA Root CA 2012-04-21 (B>
EltestZ gpki,go, kr 4131000001 2010-04-08 AMHf 21
| 2l

a | B NET|

|C W GPRIMCERTIFICATEWCLASS IWTEST2. GPELGO.KR.PTB HELH M IS M2 2ISLICH
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WYE SR 2V ESH)

= | BmE B R|2m

WEN -T2

() CHGPKIWCERTIFICATERCLASS I TE

e oot C Root CA 2012-04-21 EES
Eltest2.g =] W0-0-08 AL S
HELHT...
) ola | 3

EHSHA ZH¥E = 2= TR0 S0 2SI [

- “DERZ Q131 ¥ X5094Fe] V2] (CER)" & HHshe] Ao,

EETENE T x|
0 SN A
SIEME O HUSE HEY £ SaLIC

AFEE HAS AMFIE A 2.

v DERE S g S 2 Gy H [ 2T CER T #

{~ Base BA2 UIFZE X 5090 CERMS)

- UTStHAA 22 EFE -PECS #7 21EM (PTBMC)
| Pr=alkgls 2= Flsislisg) Sl s=n )

O HSel EE = - PRES #1120 PE=ET
C PI=EiE s A2 SE MEM BE ekl
= e R = A el = = o e f e e R B R R | e B )
|l R pEt ped e = e e [ R e |

<s12@ [ osm> | |
= RootCA 2 CAChain $1ZEAXE EF “DERZ 3YgdE X.5098}0] g
(.CER)”QE H35te] RootCA QA=A+ cacer & CAChain QA=A+
caChain.cer & A &3t}

b
b
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@ RootCA 154 Keystored] &53}7]
- 32 A5 RootCA US5AE Keystoreo| A Fslob ALE & 4=
AFU. o]& 9314 Keytool Z2 189S o] &3l ofzfje} o] st

$ keytool —import —alias <RootCA alias name> —trustcacerts —file <RootCA fillename>
—keystore <keystore filename>

keystore S E AHSIMAIL: <password1>

27 AL CN=Root CA, OU=GPKI, O=Government of Korea, C=KR

2= Xt: CN=Root CA, OU=GPKI, O=Government of Korea, C=KR

& S 3cc2814b00e7524d9baad7b7el161f50e

7HAIE' Sun Apr 21 09:07:23 GMT 2002 2t=2!: Sat Apr 21 09:07:23 GMT 2012

MD5: C7:BD:11:D6:91:8A:35:82:C5:36:66:01:7C:6F:47:79
SHA1: 63:4C:3B:02:30:CF:1B:78:B4:56:9F:EC:F2:C0:4A:86:52:EF:EF:0E
ol ABME AEsHLI?[otH2]: y
Ol keystoreoll FI7t=| US4 .

ol =0
Lo

= <RootCA dlias name>e- RootCA ASAE AZE Aga olgdUTh
= <RootCA filename>2 RootCA Q154 o] Exsh= 4= 3 3 o]Fduth
= 7k Q7] A R CSR A el A =S <passwordl>%} <keystore
filenmne>i Si=RgBhety
= o] AZAE ARFAUMII L Bolew yE AP
| )keytool-import-alias RootCA-trustcacerts -file ca.cer -keystore gpkistore

@ CAChain {154 Keystored] &5 3}7]
- A2 A3 CA AFAE Keystoreo| A oF AFE & 5= Q). o] &
H3A] keytool ZZE2 1S o] &3l ofefj e} o] APt}

$ keytool -import -—alias <CAChain alias name> —trustcacerts -—file <CAChain
filename> —keystore <keystore filename>

keystore S E AHSIMAIL: <password1>

215 0| keystoreoll FI7t= A& .

v <CAChain dlias name>> CA ASME AZT A2 olFAdUHh
= <CAChain filename>2 CA Q154 o] EXst= 4= 2 9 o]gdUth
= 7h N7 A R CSR A el A =R <passwordl>%} <keystore
filename>= &4t}
o|) keytool-import-alias CAChain.-trustcacerts -file caChain.cer -keystore gpkistore
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® Server 54 Keystoreol 553}7]
- Y2 A AHE AFAE Keystoreo] AZsloF AME & 4 9tk o]
&l Al Keytool ZZZ219-& o] &3l ofefje} o] Asfsir

$ keytool —import —alias <alias name> —trustcacerts —file <ZHJQ] QFA]>

i

—keystore <keystore filename>

keystore &S5 YA A L <passwordl >
54 3l4lo] keystoreol] X = FUT.

o <EH] AFA>E Wi Be AW AZA o] EASE P 2 5

olFUUT (RI=IE=SSLISAY A= *domaine = A )
b §Q17) A4 R CSR A el QS <passwordl>Sh <keystore
filename>, <alias name>< <= T}
o) keytool -import -alias CERT -trustcacerts -file www.gpki.go.kr.cer

e

-keystore gpkistore

® Config 24
- $TOMCAT_HOME/conf/serverxml¥ ¥ o] ConnectorE F7} &, 74
Bk 9 Aol AE A T & UES sfoF Ptk
- “<Connector port="443"" © 2 A]&3}= Connectorg 2Zto} F24xg] & o]
o obzfsk gol $Y3m, fow obel WS FrFh
<Connector port="443"
protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" minSpareThreads="25" maxSpareThreads="75"
enableLookups="false" disableUploadTimeout="true"
acceptCount="100" debug="0" scheme="https" secure="true"

keystorePass="<passwordi1>" keystoreFile="<keystore filename>"
clientAuth="false" sslProtocol="TLS" />

= "7k 7H17] A R CSR A URel A A3 <passwordl>E A
Gt

v <keystore filename>2 Keystore7} JUFEZ AFd 42 9 9 o|&
Yy

= port="443"2 https ZZEZS ©| &3t
SR weba A Fs] dAste] FAIH A

= sslProtocol="TLS" %tS ssIProtocol="SSL"
FYUG(I=Z28 6.X WAL 913))

ol

+d

bt AW
£

g

o,

_OL

2

N

>

oo

o

Frl
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@ Tomcat AW |5

g
- Tomcat A E AFE st}

Y BeteAE F)
-4 nEeA F
9 F A

AL

-

SSLelEA A4 A&
Aol “https:/ /="
AW F4 dgd Fol A= Edo] e A

?J-II

P
T

slo
5}

p i

(oll: https://www.gpki.go.kr)©] 2}

o

S

SIE AtolE”Eha uehtE RS

_{of x|
@_-A ~ [&] ntins://www, 9okl g kt/ x| [Gongle Pl
| mRE BEE 2NN BAENL SO ZETH) | |j 2 Aol D |z
e ke &) Apache Tomcat/s.5.26 | | o J ﬂ'l - B - - -
MOGAHA Govt of Korea =
Apache Tomcat/5.5.25 WA O AOIES olet 231
g i I— Software Foundation

X MEIH (HEF AE0] B EEtIRSLICH /www.apache.org/

/ LEIE & QL= MOIE
s ; ; " ATH =3I ,

Administration If you're seeing this 've setup Tomcat successfully.

Sl v Congratulations!
Status 7
Tomcat Administration As you may have guessed by now, this is the default Tomcat home page: It can be found on the local
Tomcat Manager filesystem at:

Users Mailing List
Developers Mailing List

web applications.

$CATALINA HOME/conf/tomcat-users.xml

SCATALINA HOME/webapps/ROOT/index.jsp

s Gl where "$CATALINA_HOME" is the root of the Tomcat installation directory. If you're seeing this page, and you

Release Notes don't think you should be, then either you're either a user who has arrived at new installation of Tomcat, or

Change Log B you're an administrator who hasn't got his/her setup quite right. Providing the latter is the case, please refer to

Tomcat Documentation the Tomcat Documentation for more detailed setup and administration information than is found in the
INSTALL file.

Tomcat ﬂhm?é NOTE: Thls_page is precompiled. \fyt_:u change it, this page will not change since it was compiled into a
servlet at build time. (See scaTariva HOME/webapps/ROOT/WEB-INF/web.xml as {0 how it was mapped.)

Home Page

FAQ NOTE: For security reasons, using the administration webapp is restricted to users with role

[B):%nggt;ase "admin". The manager webapp is restricted to users with role "manager". Users are defined in

RC Included with this release are a host of sample Serviets and JSPs (with associated source code), extensive
documentation (including the Serviet 2 4 and JSP 2.0 API JavaDoc), and an introductory guide to developing

= | Tomcat mailin lists are available at the Tomeat nroiect weh siter

R EEE] [a o -

S

. GAlolE g
YAfolE o] §A] ¢

o FH7PIE VA

fllo
M

lolr
L)
off
L

2. SSL 154 A7 =5 U
#* 93ty 2 A HE "HFY FHELA e

@ tomcat®] AF javaZZ 1O Z IS F
exportprivatekey.zip & Th&Z & HrgU T
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rr

@ o} ] exportprivatekey.zip & AU Th etn|Ee 27} ol et EU T

<keystore filename> — keystore I}elod

<alias name> — Private key 7} 0 U= &L
<password> — keystore H|ZLHS

<key filename> — Mg Jjjel7| niald

$ java exportprivatekey.zip <keystore filename> JKS <password> <alias name> <key
filename>

o) java exportprivatekey.zip gpkikeystore JKS Bl ®H & CERT gpkikey

® Weo] Aasiy olee} Lol o] AP

2006/04/08 2= 03:29 <DIR>
2006/04/08 2= 03:29 <DIR>
2006/04/08 2= 03:29 902 gpki.key

@ el wge obdst Ut

MIICAQIBADANEgkghkiGOWOBAQEFARSCALSwyoyIhAgEALoGEALEOvHaz JEblihrdyl 10hTPae0oQowDGlHTWESvhb LP77EUIUT
TkAWsPobpTII/ fEIvELSDzoc654FvpJe JWECOL4B0a7x80f e Se4+aDESNE LUVRO+ul0 1 PEGEgmleVnks/ Br 1bklUa/ cOWwi e UK+
CEThQs6ye+TATxe IQaWI ZdyF AgMBALE C Y Ax 7 ¥DVV o0z 39F0KLF Lonm 1 k4a0Vi+i+3 P e WGGHv AHT4DWsr wHE qdr v/ r 2510
w5z W whhx QEHXKEAVE 38UV EVa0lo0z lgle XMEC SIZ LIJRIML L1/ 5/ 4vRPgOx+1/ 214 I+RNCA X0t i8I 7z AL ZRNIC/ w+ye
00+ ZuGTQIEAOAMhVHGHIPRyZ2 EXmc o2 ot GOhyyer Shvp JUSsdM4 3 g6/ WUEVFuVx Ar VHEL kK IxGpiyx 07 Ze IEal LKOWELS 166
OCQODPz2Py/ 990aNTavkicidz1ZhVNz2 +5X0dpEQQ42 X 13k 7z Ihulvy i bgr kg TEIpdSGIiQeFtVPL7Ge7r TERESAKEP MQZV
HEMpFOvILliVMEQDASL39rsjvege8Pe/ wPdE3rtBx+PgNITVCvyxA830GhUdeht 174B4RHUID e M4 DRGZAKEL+18Ph6Z/mFtasd
Skol50x38eCwgEqENHucQZ o tvrwY 30K TS IoEhP 1+v UK o pate+3GEsu0winOhb HTI03 1x ik j0zyE0EVIsit £444havoLlthyl
FrwleH7a0RepeQ0PdScue IS4DHU0eVDvylt 14yFVYESyxFlips4hWIFOL1wP 1
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i o]F3ld YA SSL LW
o153t A} SfAEF e AZM S Akgate] ol e Aule] 2 gats WE T

3.1. IIS XH < B%
3

THE O EINY) BARID =Y TERH =l=| =]

e IHRE
4= = 53| B R
LOE2s5TE = e A
=B Us&NER BRED ; 2 i
= o Mo I EIMMN EAT TS0 2SLICH
E{E‘ MRS M ZHED..,
L &0 R
% = it} 204 S
Eilmdsh Ol=
i M & W2 OFF2E)
50 MEE OB A EIND..
w-E 22 Tt
Oy Az M2 DEE
s B3, S5 WELNIILL.,
wOSPL oo

DIZME ATAH 2RO

2= A 20 221 OF Ak g|
IZA 2tH 221 OFEAF ALE

Q

r

DI APS MBS QIS 1SN HE| S IS H 57
SEST23HA D54 Nass =g 2 2Bl
OIS M= OIS JIRI0| B25)E AOR AT} HEE Tl
20 2 EAME NS RespiLr 2ot (1223
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- FolAel W&ol 44 A¥E FAFUT

/= https://www. gpki.go.kr/ — Windows Internet Explorer

CIBIX]

s AR | 9 &= = - | WY g OSSR g HZ=e i

@ https /S wewew, apki, go. L [ - B [ gmn o~ HOIFPY » SFH(S) - =

M&: wwrw,gpkigo kr
==Ak CAa131000001

=8 AL 2n0-05-17 2l 2012-05-17
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3.2. Apache A H ¢ 7H¢

o
D ALY WS F B Y ARe] AFA B3 3749 A7 B A4S A

A dr= Yo

@ 45 Aol mod sl oo} SSLAE TE QE RS FAT

Y (httpd.conf E+= ssl.conf)S YT

A 3tY = mod _ssl.so 0] O™ mod ssl A}

©
riet
o
i
o
ﬂLu 1.3

ofo
o
e
%
N
i
o

LoadModule ssl_module modules/mod_ssl.so

7]& http <VirtualHost www.gpki.go.kr:80> &5 HAlste] &<
SSL e AN FES F71% b AR B P 9o A2

NameVirtualHost * =0| & J|HI JIMSAE AR

<VirtualHost *:80>

ServerAdmin admin@gpki.go.kr

DocumentRoot "/home/gpki/www/" wZCld e Y
ServerName www.gpki.go.kr =zl M3
ServerAlias gpki.go.kr

ErrorLog /home/gpki/error_log

AccessLog /home/gpki/access_log

</VirtualHost>

<VirtualHost *:443>
ServerAdmin admin@gpki.go.kr

DocumentRoot "/home/gpki/www/" - FCOEEZ MY
ServerName www.gpki.go.kr = THel MY

ServerAlias gpki.go.kr
ErrorLog /home/gpki/ssl_error_log
AccesslLog /home/gpki/ssl_access_log

SSLCertificateKeyFile "<key filename>" = key.pem
SSLCertificateFile "<pem filename>" = cert.pem
SSLCertificateChainFile "<caChain.pem>" <1 caChain.pem
SSLCACertificateFile "<ca.pem>" = ca.pem

</VirtualHost>

@ configi} ¥ o] SSLAAFIS 43 & AapacheXHI2E AFFFUTH
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3.3. WebToB A H ¢ A%
D AFMFY 2789 Keydd 170E F7HE3 MU E d2= FUoh

@ 39L& $WEBTOBDIR/config ©]%53+4 httpd.m oA gl

*DOMAIN
webtob1
*NODE
gpki WEBTOBDIR="/app/tmax/webtob",
SHMKEY = 54000,
DOCROOT="/app/tmax/webapps",
PORT = "80,443",
HTH = 1,
LOGGING = "log1",
ERRORLOG = "log2",
JsvPort = 9900
*VHOST
vgpki DOCROOT="/app/tmax/webtob/gpki",
PORT = "443",
NODENAME = "gpki",
HOSTNAME = "www.gpki.go.kr",
LOGGING = "log3",
ERRORLOG = "log4",
SSLFLAG =Y,
SSLNAME = "ssI1"
*SVRGROUP
htmlg NODENAME = "gpki", SVRTYPE = HTML
jsvg NODENAME = "gpki", SVRTYPE = JSV
* OGGING
log1 Format = "DEFAULT", FileName = "/app/tmax/webtob/log/access.log"
log2 Format = "ERROR", FileName = "/app/tmax/webtob/log/error.log"
log3 Format = "DEFAULT", FileName = "/app/tmax/webtob/gpki/log/access_ssl.log"
log4 Format = "ERROR", FileName = "/app/tmax/webtob/gpki/log/error_ssl.log"
*SSL
ssl1 CertificateFile = ‘"<pem filename>",

CertificateKeyFile = "<key filename>",
CertificateChainFile = "<caChain filename>"

@ Config 7A%Y
49 hitpm FL(2A #F7Y) Hnd Pk
o) wscfl -i http.m
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3.4. iPlanet A ¥ ¢ A%
D server_root/alias 82| databased} Y S A& Ao JEZ= ST

DIE = | 3718 | aEs R
L_J;'&]https-mhlee-mhlee-certﬁ.dl:u g4kE OO0l TFY 2009-04-14 25 2:47
(%] https-mhlee-mhlee-keyi.db  16kE CIOIEAHIOA DFY 2009-04-14 25 2:47

%] secmod. db 16kB CIOIEIHIONA THY 2009-04-13 27 11:13

@ HEZ M2 oM corvtd S AT

© @M AT dbutd 270 WY T FH DM d== T
oj2x7] St}

@ ey JASAH AAEEe OWFH Y.

® A{AH#E Iy

X
e
o
Y
flo
Y,
fu
=2

W

3z

/= Sun[tm] ONE Weh Server, Enterprise Edition 5.1 Windows Internet Explorer
@ Exw ’ Fltps o gpkd go ke 93@ 43| :.'_?‘ 3 2 -
= x £ - = o
Ht - zan 200 @ el l]
1 i"ﬂt‘,-‘.IL‘liEID o (8 TEH = B SARIAOn @ BHETI0N
4 i) HOISSER o HYDO o) SRHMK B B2 e 220200 i
MOGAHA Govt of K - B} . . & = g "
L M4t Ol HOIEE f"_’ - R~ B i HOFEY - SHZ)~- Z30) - i
wnw gpkiga ke
AT DN 0] 22 5 SELICH
HEw == e AHIE Web Server Enterprise Edition 6.1
L3
ASH B3I dition 6.1 anables companias to react quickly to market
TIETTTETS Oy preram & mrr permrrance, highly scalable and securs web sarver that delfrers
static and dynamic content to their web site{s). The virtuslization of domains and robust security
faaturas in the Sun OMNE Web Sarver 6.1 enables companies to provide 3 better quality of senice o
their customers.
Features
diimproved : S80 M 557, MM BE 2
WebDAVY Publishing and File Management Improved >cal@piity and FEmormance
Support The Swn ONE Wab Serer dalivers high
WizhDWAW suppon allovws work groups to develop performance for dynamic and sscure content
content and easily publish it to the Web Senver with festures such aa HTTRM.1 suppodt
WebDAV providas integrated support for content rmuttiprocess and multithreading, and support
metadata (authos, creation date, etc), name space  for S50 hardware accelerators, Additionally,
managemend (a representation of the centent file with results caching, improved keep-alwe
syslem), and evarerite protection. These handling, HTTP compression, and a myriad af
technologias combined wih the numarous other peffaemance enhancemants, the Sun
authonng tools supporting WabDAV provdes an QNE Wab Server is faster than avar beforg
idaal developmant platform for collaborative
SMATaNMENts. JZEE Web Container
Sun OME Web Server includes a high-
MITR famnprmes! {513 — i foinomacoes HIEE sompont iz
& ZIED
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3.5. Tomcat X ¢ H$
7 AE&E Ao A keystore LS A& MHE JE= FUoh
1. configit €& 4 & th.(server.xml)

<Connector port="443"
protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" minSpareThreads="25" maxSpareThreads="75
enableLookups="false" disableUploadTimeout="true"
acceptCount="100" debug="0" scheme="https" secure="true"
keystorePass="<password1>" keystoreFile="<keystore filename>"
clientAuth="false" sslProtocol="TLS" />

t}. tomcat2 A F+= T}
gt AE&43E IJAFYh
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V| SSL #84%F A

41. HAAH FHAF ALY

= HTTPSE %% BebsA 4 2 shae e “AAus s 2934

@ =291 2m0i| () - Windows Intemet Explorer

¥ Snnlanle. %
@ - 3 https gin jsp?szRtnUrl=http://www.co21.net/co_content/indeddoiszWSOCode=IC821 - a “l X |
oo LAl
&

% AR |
:gg'vi-ﬁ;z_ aommix,ﬁ

=E MOIE + B8 T2 EAE v

ISAR7IE.
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e *naﬁ-ﬂ-
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V| $¥°]A SSL +aALH
b QAbelE ol A eI A FAS] 958 A Vel AW B4

=% PAEI
S GES BUE ) AR ne mzed
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o HRbE
2ot Ay x|
9y, Ol OIS 2018 3120 Hoin 7 92 22 55
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2z s£1 A4tiZE2 S&o|2 FATt
Mg =gt ot o2 0K} 52 W7 70X}

o, At 22 LIF SR L

o

t= 2lmolX|el HEE

— = o

20|

X E 7|E222 Wit do{EX}

MMMEeZ 7|&st
=2 W7t 7t

— — T
1X} st= YHolXel BRE V|&stks HWE 2t
otefl JEAAM A TE OI2 FE0| MdHHEEE TESI= EF0l2, F M
Uz 02 220 dUfHd22 &= 494t
M Hujel A0 = https AS53t EAS SHHEIE AATE $Ho| Eegles F20|
0, F el Aol= https YSE SAE & 4 §F URLZ httpollA httpsZ HHY
z/of gt
ot HHYFX| 2E dols 2etdn Fo| = gu ot

40911 bytes received by 10.30,100.50:3434 in 19 chunks 'L__,}h Find Eﬁ: Export

90" href=" fonlinebook/onlinebook btm” target="_top"> L

29" href="http: s .cokr/zboard/zboard,phptid=lecture” target="_top">»

89" href="http:/y .cokr/zboard/zboard,phptid=problem” target="_top">

29" href="http:/y .cokrfzboard/zboard, phptid=gna” target="_top">

29" href="http:/y .cokr/zboard/zboard, phptid=down® target="_top">

3" href=", findex.html” target="_top"» v

< ¥

51. A A H o] x| 5 38}3}7]
7}. B35 E38] HTTPS 3%3}17]

if ($timed == S$timel) {

echo ™

<{p><a href="https://mammgs.co.kr/zboard/view.php?id=not]j
&desc=asc&no=5%no' target="_top'><{font size=1 color="silug
tonewii->{faxdfpr
¥ else {

echo "{p><a href="https:// Bl .co._kr/zboard/view._ php?]

eadnum&desc=asc&no=%no"' target='_top'><{font size=1 color;

’

hitps ZREZFS SEFte] Yol Al H g PP ayvoRy Ine
oAl & 4 Ye AER obF FFHrh 3 SESE ZREZS hip/olA]
https://2 A8 F719 sd Do),
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. g tto] d M (Redirection) A8 & HTTPS 3&3}7]
1) gAu el A gttel A 517

2)

3)

<UirtualHost test.co.kr:86>

Serverfidmin zmnkh@test.co. kr

ServerHame test_co.kr

Serverflias www.test.co.kr

DocumentRoot fhome/manpage

CustomLog logs/test.co.kr-access_log common

Redirect / https://wuw._test._co.ky/
<fUirtualHost:>

UM AHS sidlce], dEst A4S fdiAE https TREZS AR 355
sl oFdy Tt spA R, fhHo]x]ol] HEHeh= AREAFES dYo] https TEE
& 2oA dEs A FEUd. diFEY 497 www.test.cokr
test.cokr =HQlS § BepgA o] FaAd fdHeta HEes 497F UiF
- APt o] W §] Beke-Ad g =wQl FAaRE

A il =l gkol http//7F & Ae® dddtal HETAS =S 9

)
r2
[>
it
)
12
fols
ot
of
[,
tlo
ok

IEE e 7By

meta tag® g]tlo] A A3}

<{meta http-equiv="refresh’ content="@; url=https://Es. co.kr/index.html' target="_top'>

T o $HoEE O/SH Web Programming 1019 F/oll daglol
FeMoR AREshs HTML tags o83 WHo=M, ofu 45X
o] 7ksdtr] wiiel 7hd wel of&Ha suth

java script® g tlo] el A s}~

2
oo

<script>

var url = ""https:/fwww_test_com'';
vindow.location.replace{url);
<fscriptl

9o} o] Meta EJ1E o] &3l A 1% AE Zwsls= dao] Yehr] o

ol ZZJavascriptE o] €37 % syt

Meta tagE ©]-&3t html Redirection ¥'H1} 5L3HAl, AFEAFEC] o=alA HE
sk http://www.test.com®| index #Ho]A|el] e FH, AMEAEo] B}

Al https://2h= Z2EFZS 5] XA T4 Zolx, HoMS A dEst
EAlo] A8-F https://www.test.com ©.Z gltlo]el A4 Hu )

- 110 -



5.2. F o] A %35 3}3}7]
ol ohEste @Al AXstm Yt AolAA wE HolAZ o)%E u,
Hoke A4 @B A5 T AAA ohyu BE AT AUAE A
sl ghastet AL UL

FEAQ Aol GRS ABIL ol B A8l WA FuA

stel o1& W hips7t BEHe) AHsh Fereld el Falo] YEahEo
AFH QA" IS Zeste] o5 hiprt BEE o] Aust FefoldlE
29 Bale] RO o FolA A T & Ygrvivh

2% |[Awed 24 & TIP|| 24 #2 |[Q&A]l FE2E

<map name="ImageMapi''>

<area shape=""rect"” coords="193, ¥4, 249, 980" href="onlinebook/online.ht
m'" target="main">

<area shape="rect" coords=""267, 75, 461, 89" href="https://pau.co. k
I/zboard/zboard.php?id=lecture’ target="_top">

<area shape="rect” coords=""423, 73, 479, 89" href="https://mamEg@ .co.k
rfzboard/zboard.php?id=problem” target=""_top">

<area shape="rect" coords=""497, 73, 537, 89" href="http:// . - .CO.KF
/zboard/zboard.php?id=gna" target="_top'>

<area shape="rect" coords="555%, 73, 689, 89" href="http://0 " 0 .co.kr
fzboard/zboard._php?id=down™ target=""_top">

<area shape="rect" coords="679, 5, 717, 23" href="index.html" target=""_
top™>

5.3. ZH A ¢353}e}7]

7b. SSLE& o] &3¢k HAXE(443)E o] A ] A&t WHE IA A
FUth ©<3]  httpE httpsE2FE v FH . HOFY E(prot)E ©] 83 A
dss FAES F g AdFUTE SRR, ZHde]l AFdE fHo] XY A g-oll=

= Aol vE7] wFel Afstaar gy Z]lo] AL

Aol & o] &3t 'dasty Holx'et 'H] JostE
T AFHT
ole] ™€z  Fo] A oA ZHdozZ A JHe] HolAtop.htmT} left.htm}
main.htm< Ed#2+E A2Ax3=7F 9L w A2A53=9 URLES ofdixd WA
star ) Bek$Ad A httpet httpsE 42t TS wo A3ES AyHux

SOl 717t 48412
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P

ole} o] ZFYS o]&stH, Qe webA g FHojAoA Izt AlTE=
BEs gEEh AFEA e DR TET & AES PAT + A4,
UAME olm AFgxol oy W HSAAdA  httpsE o] &SN TEFE
Pl ZYgdoezr EHO+ #HoAZE http FARAE JHAIL UE AFodeE
dEsl7b HA R FHY k=Fo T erm=, ZyQlo] AREH=
Aol E dEstE fEA] httpsE EEFSHA T o= I FRIE FEAY
uhgh o,

: A 'l@’ihttu lab Lok lv! 0s

Frame 1: top HTTP

Frame 2

- left Frame 3 : main HTTPS

HTTP

<HEAD>

<TITLE>=d ¢ Al </TITLE>

</HEAD>

<FRAMESET rows="100, *">
<FRAME name="topFrame" src="top.htm">
<FRAMESET cols="120, *">

</FRAMESET>

<NOFRAMES>

<BODY >

<P>o] Ho|x& HeH, ZU& & F 3l
</BODY>

</NOFRAMES>

</FRAMESET>

s

<FRAME name="leftFrame" src="left.htm">

<FRAME name="mainFrame" src="https://www.gpki.go.kr/main.htm">

Be$A47 B agch</p>
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HoW AEFEE 3] ZA-2fhA| A28 = 5 olAlH]| o /\1 5& Ao A gt}
ARk o 2 gAulae TCP 80ZES ARSSHARE, HAbMM = TCP 43 L ES A
BotE 2 o] ZE tis|M HebHlA 58 & 9lEi sloF Futh.

&, shuel Alz=glel A of g st 29 Al
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Qs 9 YAz DePALYe] Y PPl FEE Ad=} GRo
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oA MJANE FE38he] sy
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z
);
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LU
2
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O
HU

AHgA7E HTTPE 44 HTTPSE gtholeld 3 4 lm=s ok ghich
= HOLAMHE HTTPS Z2ZEZS AMSSIERZE ALSALE0] F4a%dd “https:// =
el Fa7E JEHe ot JiIAERIE destd FAlo
AFEAFES]  https:// 2 AEE7 OB 9EE “hitp://EHI FA7
“https://EHIIFA7E ol & & JEF AA3 Folof Iy
<o A >
N FS== HolXof otefe| AFREE MFsH F=ct.

<script language="JavaScript" type="text/javascript">

var currentAddress = location.href;

if (currentAddress.indexOf("http://") == 0)

{
currentAddress = currentAddress.replace("http://", " "https://");
location.href = currentAddress;

}

</script>
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